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Implicit Irregularity Detection Using
Unsupervised Learning on Daily Behaviors

Cuijuan Shang, Chih-Yung Chang , Member, IEEE, Guilin Chen, Shenghui Zhao, and Jiazao Lin

Abstract—The irregularity detection of daily behaviors
for the elderly is an important issue in homecare. Plenty
of mechanisms have been developed to detect the health
condition of the elderly based on the explicit irregularity of
several biomedical parameters or some specific behaviors.
However, few research works focus on detecting the implicit
irregularity involving the combination of diverse behaviors,
which can assess the cognitive and physical wellbeing of
elders but cannot be directly identified based on sensor
data. This paper proposes an Implicit IRregularity Detection
(IIRD) mechanism that aims to detect the implicit irregularity
by developing the unsupervised learning algorithm based
on daily behaviors. The proposed IIRD mechanism identi-
fies the distance and similarity between daily behaviors,
which are important features to distinguish the regular and
irregular daily behaviors and detect the implicit irregularity
of elderly health condition. Performance results show that
the proposed IIRD outperforms the existing unsupervised
machine-learning mechanisms in terms of the detection ac-
curacy and irregularity recall.

Index Terms—Daily behavior, elderly, homecare, implicit
irregularity, unsupervised learning.

I. INTRODUCTION

AGING has been one of the major challenges of the world
in the last decades. The need of delivering quality care

to a rapidly growing population of elders while reducing the
healthcare costs has received much attention but proposed big
challenges to the governments and socialites. Since the elderly
prefer to spend their later years at home, plenty of researches
attempted to support homecare by applying wireless sensor net-
works which are low-cost and high- reliability [1], [2].

Studies [3], [4] have shown that behaviors are associated with
the healthy state of a person, especially an elder who usually
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lives regularly. Therefore, a variety of sensing systems have
been proposed and developed recently to record the basic home
activities of an elder [5], [6]. Consequently, a large amount of
data can be continuously collected from sensors triggered by an
elder, which can be used to recognize the Activities of Daily
Living (ADL) of the elder [7]–[9]. Furthermore, the recognized
activities can be exploited to assess the cognitive and physi-
cal wellbeing of elders. The daily activities of normal elderly
people are likely to be steady or unchanging. This implies that
indicators of daily activity measurements can specify the quanti-
tative wellbeing of the elderly people. Consequently, when there
is a change in the regular activities of an elder, the necessary
cares can be taken in advance before any unforeseen situation
happened.

Irregularity detection aims to automatically detect the ab-
normal health condition of an elderly. Since behaviors are as-
sociated with the healthy state of the elderly, the irregularity
detection can be achieved by analyzing the behaviors of the el-
derly. In recent years, different statistical and machine learning
methods are proposed to detect the irregularities of health condi-
tion or abnormal behavior for elderly people in smart home. The
irregularity of health condition can be categorized into explicit
type and implicit type. The explicit irregularity, such as racing
heart or falling, always associates with abnormal biological pa-
rameters or actions, which can be directly detected or captured
by sensors and should be processed immediately. Another fea-
ture of the explicit irregularity is that the irregularity can be
identified by directly analyzing the explicit sensor data. Unlike
the explicit irregularity, the features of implicit irregularity are
implicit, which are not directed correlated to the sensor data.
The implicit irregularity usually needs more efforts and deep
analysis to explore its features which are not directly observed
from the sensor data. The implicit irregularity of health condi-
tion, for instance, the bad mood or discomfort, is likely related
to the changes of more than one behaviors.

The detection of implicit irregularity is important because
the occurrence of irregularity also implies the unsteady of the
health status of the elderly. To detect the implicit irregularity
of the health condition, the analysis on behavior patterns of an
elderly is required. For an elder, the behaviors of each day can
be regarded as a behavior pattern. The regularity of daily behav-
ior can be found in behavior patterns of the elderly. This also
implies that the features of regularity in behavior patterns can
be extracted. These important features can be applied to distin-
guish the regular and irregular behavior patterns or even identify
the irregularity of an abnormal behavior pattern. However, the
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detection of implicit irregularity has more challenge since it re-
quires to extract the features from the behavioral patterns, rather
than directly analyzing the sensory data.

This paper proposes an Implicit IRregularity Detection (IIRD)
mechanism which can be applied to the elderly living alone by
analyzing the behavior patterns and extracting their regularity
features. Based on the features, the proposed IIRD mechanism
adopts unsupervised learning to detect the implicit irregularity
and issue a warning alert of the elderly to the caregivers or their
children.

The main contributions of this work are listed as follows.
1) Implicit irregularity detection: The proposed IIRD

mechanism detects implicit irregularity, based on analyz-
ing changes of several behaviors, instead of large amounts
of original sensor data. The proposed IIRD overcomes the
challenge of implicit irregularity detection since it might
not be reflected directly by sensor data.

2) Irregularity detection of alternative combination of
diverse behaviors: Since implicit irregularity often
carries long-range dependency on mutual effects and
changes of behaviors, a set of one day’s behaviors is
regarded as a basic unit of analysis in this paper. The
irregularity of alternative combination of diverse behav-
iors will be detected by analyzing behavior data for a
continuous period of time.

3) Considering behavior weights based on their different
impacts on irregularity: Since different behaviors have
different significances which lead to different impacts on
irregularity, this paper explores the weights of different
behaviors on implicit irregularity. The design of behavior
weights helps explore the features of the implicit irregu-
larity.

4) Formalization of problem and constraints: This paper
establishes a problem formulation system to represent
daily behaviors of an elderly in home for formalizing the
problem of irregularity detection. Concepts of distance
and similarity between behaviors are also proposed to
quantify the difference between daily behaviors.

The rest of this paper is organized as follows. Section II sum-
marizes related work. Section III formalizes the assumptions
and problem statement of irregularity detection. In Section IV,
two basic calculations including distance and similarity are de-
fined. The distance and similarity play the important roles of
features which are used to detect the irregularity in the later
Section. In Section V, Implicit IRregularity Detection algorithm
is introduced. Section VI presents the performance study and
Section VII gives conclusions and future work of this study.

II. RELATED WORK

Plenty of researches paid attention to the detection of irreg-
ular behaviors in order to help the elders live in their homes
safely. In general, the irregular behavior detection mechanisms
can be classified into two types: explicit irregularity detection
[10]–[17] and implicit irregularity detection [18], [19]. The fol-
lowing briefly reviews these studies. As mentioned before, the
explicit irregularity can be detected by analyzing the sensor

data since high correlation exists between sensor data and the
explicit irregularity. On the other hand, the implicit irregularity
has more challenge, as compared with the explicit irregularity,
because that it does not directly correlate to the change of sensor
data and usually requires to analyze a sequence of changes from
sensor data or behaviors.

A class of previous works analyzed the sensor data aiming
at detecting the irregularity of health condition. Most of them
fall into the explicit irregularity since the irregularity can be
detected by directly analyzing the data from biography sensors
or motion sensor. Study [10] developed a Heart Rate moni-
toring approach with the wearable piezoelectric sensor. Study
[11] developed home-based wireless ECG monitoring system
for appropriate healthcare. To provide a comprehensive service,
study [12] proposed a complete and integrated information and
communication Technology system to monitor vital signs of the
elder at home. Study [12] further identified a minimum set of
vital parameters, consisting of electrocardiogram, SpO2, blood
pressure, and weight, measured through a pool of wireless, non-
invasive biomedical sensors. Moreover, study [13] designed a
health monitoring system, which used wearable, unobtrusive
clothing with embedded sensors to measure eight health param-
eters namely heart rate, blood pressure, and so on. If the value
of health parameter deviated from the normal range, warning
would be sent to the caretaker or caregiver to prevent unex-
pected fatal medical conditions. However, these studies can only
be applied to detect the explicit irregularity.

Some other works devoted themselves to detect the irregular-
ity of health condition by analyzing the data of motion sensor.
Fall is a typical explicit irregular behavior for an elder and
is the most widespread domestic accidents among the elderly.
Therefore, significant research efforts focused on fall detection
[14]–[17]. Study [14] proposed a fall detection system based on
posture recognition using a visual sensor. The proposed system
firstly extracted the feature of human body, and then applied
multiclass SVM and rule-based algorithm to detect fall. Using
wearable sensors is the most common method for detecting falls
and several researchers have explored the use of wearable accel-
eration sensors which are embedded in wearable devices [15],
[16]. They introduced a threshold-based algorithm to analyze
the collected changes of angular velocity to make the fall alarm.
Study [17] developed a fall detection system to explore the
salient spatial-temporal features of falls by pyroelectric infrared
(PIR) sensor. It used mask arrays as reference structures to im-
prove the space resolution in the developed Infrared Radiation
Changes (IRC) sensing modules. Compared with the wearable
acceleration sensors, its advantages are unobtrusive and easily
deployed. However, the abovementioned studies that analyzed
data of motion sensors or visual sensors can only be applied to
the detection of explicit irregularity which has a constraint of
high correlations existed between the irregularity and the sen-
sory data. Hence they appeared powerless when some implicit
irregularity happens.

Some other studies [18], [19] paid attention to the detec-
tion of implicit irregularity which cannot be directly reflected
by the changes of sensor data. These studies mostly analyzed
long term sensor data collected from various sensors by using
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statistic methods or machine learning algorithms. Study [18]
developed a monitoring system and utilized the sensor data to
extract behavior patterns and detect implicit irregularity. It com-
bined three approaches, the cosinor analysis, histogram-based
approach and probabilistic model, to interpret daily routines
and to detect irregular behavior. For each interested behavior, a
probabilistic density function was built to serve as a model for
normal behavior and used to check whether or not a behavior
is irregular. However, the performance of irregularity detec-
tion is significantly influenced by the training data set of one
behavior. For a complex irregularity which requires observing
the changes of a sequence of behaviors, this scheme cannot be
applied.

Study [19] proposed a model based on statistical analysis
of some routine behaviors with context-aware information and
detected the irregularity of behavior. Based on a large set of
samples with normal pattern, Gaussian distribution of some par-
ticular routine activities was measured to summarize the normal
lifestyle pattern and to identify any behavioral shift in regular
activities. Meanwhile, a fuzzy rule-based method was used to
help make the final decisions such as whether or not a behav-
ior is a true irregularity. However, the challenge of this study
is to convert huge amount of context-aware information into a
prior knowledge base and to establish fuzzy rules. Furthermore,
similar to [18], the proposed scheme cannot be applied to the
complex irregularity, which only can be detected by analyzing
a sequence of behavior changes.

The abovementioned studies built models for either detecting
explicit irregularity by analyzing the change of sensor data or
detecting implicit irregularity by analyzing the change of single
behavior. However, most of them did not take into the effect
of behavior combination on irregularity. This paper proposes
an Implicit IRregularity Detection (IIRD) mechanism using un-
supervised learning for feature extraction. The proposed IIRD
algorithm takes a day’s behaviors as a unit of analysis and con-
siders the impact of alternative combination and weights of
diverse behaviors on the irregularity. A comparative summary
of the characteristics of the previous related works and the pro-
posed IIRD is given in Table I. As shown in Table I, the proposed
IIRD exhibits several good features, including being able to de-
tect implicit irregularity and analyzing a set of behaviors or their
combinations. In addition, the proposed IIRD belongs to the cat-
egory of unsupervised learning which can learn without labeled
data.

III. ASSUMPTIONS AND PROBLEM STATEMENT

This section initially introduces the network environment and
assumptions. Then the problem statement and restrictions are
described.

A. Network Environment

Given a home where an elder lives alone, the daily behavior
monitoring system described in [5] can be deployed to collect
sensor data. Further, behaviors of each day can be identified
based on sensor data by applying the activity recognition algo-
rithm proposed in [8]. Consider a number of consecutive days.

Fig. 1. Representation of daily behaviors.

A day is said to be a regular day if the behaviors of the consid-
ered day is similar to most of the other days. On the contrary, a
given day is said to be irregular day if the behaviors of a given
day have big changes as compared to the other remaining days.
Herein, we assume that the number of regular days is much
larger than that of the irregular days.

Given a number of ordered behaviors which have been parti-
tioned based on the occurred date, this paper aims to identify the
irregular days of the elderly using machine learning methods.
In this study, we assume that the set of behaviors in each day
will be a primitive set for observation. Let B = {b1 , b2 , . . . , bp}
denote the set of p interested behaviors that might occur by
the elderly. For instance, some well-known behaviors are tak-
ing shower, having lunch, wake up, and so on. Assume that an
elder will act plenty of behaviors during a day and each behav-
ior is denoted by a character. For example, characters ‘a’ and
‘b’ represent WakeUp and BrushTeeth, respectively. Let string
s denote a set of behaviors occurred in a day. This is, string s
is a behavior pattern of the elder. Let Spast = {s1 , s2 , . . . , sm}
denote the set of behaviors occurred in the past m days. For the
ease of presentation, the string si associated with a regular day
is said to be a regular string. On the contrary, the string si is said
to be an irregular string if its associated day is an irregular day.
This paper aims to build up a model to present the regularity
features of the behavior patterns to detect the abnormal health
condition of the elderly.

Fig. 1 depicts an example where there are a number of behav-
iors occurred in the past one year. Each behavior is represented
by a unique character and hence a string represents the set of
behaviors of each day. For example, strings s1 = abc . . . bp and
s2 = acb . . . bp indicate the sets of behaviors of the first two
days.

Assume that the home space can be divided into several
regions, such as living room, shower room and so on. Let
L = {l1 , l2 , . . . lq} denote the set of all partitioned regions in
a home. Each behavior bi can be represented as a three-tuple
list Γi = (bi, [tstart

i , tend
i ], li), where notations tstart

i , tend
i and

li denote the starting time, ending time and location associated
with the behavior bi .

In the next subsection, the goal and its associated constraints
of the investigated problem will be presented.
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TABLE I
COMPARISON OF THE MAIN CHARACTERISTICS OF THE PROPOSED IIRD WITH THE EXISTING RELATED WORKS

B. Problem Statement

Given a set of behaviors occurred in the past m days Spast =
{s1 , s2 , . . . , sm}, this paper aims to build up a model Mopt

which can present the regularity features of the behavior patterns
of the elderly and can be used to identify the irregular situation
for a given daily behavior string in the future.

Assume that the living habit of an elder in home would not be
changed drastically during a short period. Furthermore, it is as-
sumed that behaviors of any two regular days are similar to each
other. In case that some emergencies or abnormal events occur
in someday, the behaviors of that day will have a big change.
Since the behaviors of the elderly are likely to be affected by
external factors on weekends, in our later discussion, any set of
behavior data will exclude the behaviors on weekends.

Recall that Spast = {s1 , s2 , . . . , sm} denote the set of be-
haviors occurred in the past m days. Let M be an irregularity
detection model which is trained based on the given Spast . That
is, model M takes any behavior string si as its input and reports
either ‘regular day’ or ‘irregular day’. Let Spast be classified into
two sets, including the set of regular days, denoted by R, and
the set of irregular days, denoted by R̃. It is obvious that

|R| +
∣
∣
∣R̃

∣
∣
∣ = m (1)

Let notation MSpast
denote the set of all possible irregularity

prediction models which analyze a given set of behaviors of
one day in the future and report whether the day is regular or
irregular.

Exp. (2) defines the function fM which operates on model
M ∈ MSpast

and returns 1 if the daily behavior si is regular.

fM (si) =
{

1, si ∈ R

0, si ∈ R̃
(2)

For a considered detection model M, let Boolean variables
γi and βi denote two types of errors, False Positive and False
Negative, respectively. That is, the values of γi or βi will be set
to 1 if false positive or false negative occur, respectively. Herein,
we notice that a nonzero value of γi or βi represents that the
reports of the designed model M occur error. This also indicates
that the optimal model expects to have zero values of γi and βi

for any given daily behavior si in the future.
The following presents the design of γi or βi . Herein, we

want to emphasize that the occurrence of False Positive indicates
that fM (si) reports 0 (predicting irregular day) but string si is

regular. Exp. (3) presents the design of False Positive γi .

γi = 1 − fM (si) (3)

Let s̃j denote an irregular string. Variable βi is set to 1 if
the false negative occurs. That is, fM (s̃j ) reports 1 (predicting
regular day) but s̃j is actually irregular. Similar to the design of
γi , Exp. (4) further designs False Negative βi .

βi = fM (s̃j ) (4)

This paper aims to develop an optimal model Mopt based
on Spast , which can effectively identify the irregular days of
the elderly using unsupervised learning. Let notation Sf uture

denote the set of behaviors in the future m days. The goal of
this paper is to prevent the detection results in any false positive
and false negative. That is, for any given regular string si and
irregular string s̃j in the future, the γi and βi are expected to
have zero value. Exp. (5) presents the objective function which
aims to minimize the number of two type errors.

Min

(
∑

si ∈R,s̃j ∈R̃
(γi + βj )

)

/
∣
∣Sf uture

∣
∣ , si , s̃j ∈ Sf uture

(5)

C. Assumptions and Constraints

This subsection presents a couple of assumptions and con-
straints that make up the premise of our work.

Given a big set of behavior strings, this paper assumes that
the number of the regular days is much larger than that of the
irregular ones. Exp. (6) reflects this assumption.

|R| �
∣
∣
∣R̃

∣
∣
∣ (6)

When constructing the detection model, features play impor-
tant roles since they can be applied to distinguish the different
classes. The difference between the two strings si and sj can
vary from small to large. This paper additionally assumes that
the difference between two regular strings is small while the
difference between regular and irregular strings is very large.
However, the difference between two irregular strings is uncer-
tain. Let d(si, sj ) denote the difference between string si and
string sj . Based on the abovementioned assumptions, the fol-
lowing presents the constraints which should be satisfied when
developing the optimal model Mopt .

1) Feature Constraint: The maximum difference between
any two regular strings should be smaller than the minimum
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difference between the pair of any regular string and irregular
string. That is

max
∀si ,sj ∈R

d (si, sj ) < min
∀si ∈R,∀s̃j ∈R̃

d (si, s̃j ) (7)

This paper treats each behavior as the basic element which
can be used to distinguish the given day is regular or irregular.
One additional constraint is that the occurrences of behaviors in
any given day should be independent. For any given time, there
exactly one behavior occurs and the behavior can only happen
at one space in home. The following time and space constraints
reflect these restrictions. The time constraint reflects that the
time duration of any two behaviors, say bi

j and bi
k , cannot be

overlapped.
2) Time Constraint:

if ∀bi
j ⊂ si, ∀bi

k ⊂ si and j < k, tend
j < tstart

k (8)

Let ρi,j denote the Boolean variables, representing whether
or not behavior bi ∈ B happens in the region lj ∈ L. That is,

ρi,j =
{

1, bi occurs in lj
0, otherwise

(9)

The space constraint restricts that one behavior can only occur
in one certain region. For example, if behavior bi happens in
region l1 , we have ρi,1 = 1 and ρi,j = 0, for all j �= 1.

3) Space Constraint:
∑

lj ∈L
ρi,j ≤ 1, ∀bk

i ∈ sk , ∀sk ∈ Spast (10)

IV. DISTANCE AND SIMILARITY CALCULATIONS

This paper aims to build up an implicit irregularity detection
model which can detect the implicit irregular behaviors of the
elderly. Meanwhile, it aims to minimize the number of detec-
tion errors when the model is applied. Two basic calculations
in the proposed algorithm are the Distance and Similarity Cal-
culations. This chapter first presents the distance calculation of
two strings. Based on the distance calculation, the definition
of similarity and its calculation are introduced. The similarity
calculation will be used in the next Section which presents the
main algorithm of Implicit Irregular Detection.

A. Distance Calculation

Given a set Spast of behavior strings, Spast should be cleaned
up according to the assumptions and restrictions discussed in
above Section. Given a string si ∈ Spast which is associated
with the behaviors of the ith-day of the input data, a main task
for identifying the regularity of this day is to compare the degree
of differences between string si and all the other strings. The
difference between any two strings is represented by the distance
between them.

The distance between two strings si and sj will be measured
by the number of basic operations required for the change from
string si to string sj . The following introduces some basic string
operations. Based on these operations, the difference between
any given two strings si and sj can be defined.

Let Φ denote the set of basic string operations, including
insertion, deletion and modification. Let φop(si, j, ∗) denote the
execution of basic string operation op at j-th position of string
si . The three basic string operations are given in what follows.

1) φinsert(si, j, b): insert character b at the j-th position of
string si .

2) φdelete(si, j): delete the j-th character from si .
3) φmodify (si, j, b): replace the j-th character with

character b.
That is, the set of basic string operations is Φ =

{φinsert , φdelete , φmodify}. The basic operations φinsert ,
φdelete and φmodify can be associated with different weights,
ωinsert , ωdelete and ωmodify , respectively, representing differ-
ent importance on the change of behavior. In the daily life of
the elder, the change of some behavior might be treated as an
important event than the changes of other behaviors. For exam-
ple, ‘taking medicine’ is an important behavior which should be
emergently reminded if the behavior has been forgotten. On the
contrary, the behavior of ‘tooth brushing’ is not so important,
as compared with behavior ‘taking medicine’. To emphasize
the change of the important behavior, each behavior b will be
associated with a weight μb , for any behavior b ∈ B. Putting
the weight of basic operation and the behavior together, let cop

denote the importance of behavior change by executing φop . If
any string operation φop involves two behaviors bi and bj , the
total cost of this operation can be expressed by Exp. (11), where
φop ∈ Φ and bi, bi ∈ B.

cop = ωop ∗ (μbi
+ μbj

) (11)

Otherwise, if only one behavior bi is involved in operation
φopt , Exp. (11) will be degraded into Exp. (12), where φop ∈ Φ
and bi ∈ B.

cop = ωop ∗ μbi
(12)

The importance of behavior change can be treated as the cost.
A higher cost of the behavior change on string si indicates that
the change likely leads to a irregular day.

The following further formally presents the definition of dis-
tance of two given strings si and sj . Let sy

i denote the resultant
string by applying y times basic string operations on string si.
Let string sj can be obtained after applying k times basic string
operations on string si. That is, we have sj = sk

i . Let cop
i,k denote

the cost for applying the k-th basic string operation op on string
si . Let Cop

i,k denote the accumulated cost for applying k times
basic string operations on string si . It is obvious that we have

Cop
i,k =

∑

x=1,k
cop
i,x .

There are various combinations of the k basic operations.
In the conceptual level, the distance of strings si and sj can
be measured by the minimal cost of the combinations. The
following formally defines the distance of strings si and sj .

Definition: d(si, sj ), distance of strings si and sj

The distance d(si, sj ) of two strings si and sj is the minimal
cost of changes from string si to string sj . That is,

d (si, sj ) = Min(Cop
i,k ) = Min

(∑

x=1,k
cop
i,x

)

. (13)
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Fig. 2. Distance calculation of two daily behaviors.

It is observed that, the more similar the two behavior strings,
the smaller the distance between them.

Fig. 2 gives an example to elaborate the computation of
d(si, sj ). Assume that the weights of insertion and modifica-
tion operations are ωinsert = 1 and ωmodify = 1, respectively.
String sj can be obtained after applying k basic string opera-
tions on string si =′′ abdegj . . . bp′′. The first two operations
are φinsert(si, 2,′ c′) and φmodify (si, 6,′ h′). That is, the first
operation is to insert a character ‘c’ after the second character of
si and generates a temporary string s1

i . Assume that the weight
of operation on behavior ‘c’ are μc = 3. Concurrently, the cost
of the first operation is calculated as follows by applying Exp.
(12). That is, cop

i,1 = ωinsert ∗ μc = 1 ∗ 3 = 3. Then, the second
operation replaces the character ‘g’ with ‘h’ at the 6-th position
of the temporary string. Assume that the weights of operation on
behaviors ‘g’ and ‘h’ are μg = 3 and μh = 1, respectively. The
operation cost is computed by applying Exp. (11) as follows.

cop
i,2 = ωmodify ∗ (μg + μh) = 1 ∗ (3 + 1) = 4

After k times basic operation, sj turns out and the distance
between si and sj is the sum of each operation cost.

d (si, sj ) = Min(Cop
i,k ) = Min(3 + 4 + · · · + cop

k )

B. Similarity Calculation

The previous subsection has introduced the distance calcu-
lation of given two strings. Two strings with a long distance
indicate the behaviors in the associated two days have a big
change and hence an irregular day might exist in the two days.
Herein, we notice that a day is irregular if its behaviors have big
changes, as compared to all the other days. To identify the irreg-
ular day, the similarity of a given string to all the other strings
should be calculated. This subsection presents the definition and
calculation of the similarity of a given string to a given group of
strings.

Let G be a group of behavior strings. For any si ∈ G, let
d(si, G) denote the sum of distances between string si and all
the other strings in G. That is, the d(si, G) is the accumulated
distance between si and every string sj ∈ G. That is,

d (si, G) =
∑

sj ∈G
d (si, sj ) for any si ∈ G (14)

The key concept behind the distance d(si, G) is that if si

has a small value of d(si,G), si is similar to most of the other

Fig. 3. Origin oG and diameter dG of group G.

strings in group G. Let notation S(si, G) denote the similarity
between si and all the other strings in G. Exp. (15) further
defines S(si, G).

S (si, G) =
{

Max (Integer) , d (si, G) = 0
1/d (si, G) , otherwise

(15)

Next, we notice that the value of d(si, G) is zero if all strings
in G are identical. If this is the case, the S(si, G) should take
the maximum value of Integer, denoted by Max(Integer).

Herein, we expect to present G in a multi-dimensional space.
In group G, each string can be treated as a point in the space.
The following defines origin oG of group G.

Definition: oG , origin of group G.
The point that has the largest similarity to group G will be

considered as the original oG of group G. That is,

oG = arg max
si ∈G

S (si, G) (16)

To present the range that covers all points in G, the following
defines diameter dG of group G.

Definition: dG , diameter of group G.
The diameter dG of group G is defined by the maximum

distance between any two behavior strings in G. That is,

dG = max
si ,sj ∈G

d (si, sj ) (17)

Fig. 3 depicts an example for calculating the origin oG and
diameter dG of group G. Assume that group G is made up by six
regular strings, namely G = {s1 , s3 , s4 , s6 , s7 , s9}. As shown
in Fig. 3, each string in G is represented by a point that is en-
closed by the green contour line. In order to obtain the origin oG

and diameter dG of group G, distance d(si, G) and similarity
S(si, G) will be calculated for each element si ∈ G, according
to Exps. (14) and (15), respectively. The calculations of dis-
tance d(si, G) and similarity S(si, G) of string si are shown in
Fig. 3. As a result, s6 has the largest similarity and will play
the role of origin oG , as marked with the red color in Fig. 3.
Since s3 and s9 has the largest distance in group G, the value
of diameter can be evaluated by dG = d(s3 , s9). As shown in
Fig. 3, the diameter is marked by the red line.

V. THE PROPOSED IMPLICIT IRREGULARITY DETECTION

MECHANISM

This section presents the proposed Implicit IRregularity De-
tection (IIRD) mechanism for daily behaviors of the elder.
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Given a behavior string set Spast which consists of the behav-
ior strings of the past m days, the proposed IIRD mechanism
aims to construct a regular group of behavior strings. Then the
irregularity detection model will be built up.

Initially, the proposed IIRD mechanism constructs a basic
regular group, say G. One important feature of this group is that
all strings belonging to G are regular. This also indicates that all
strings in group G are similar to each other. After constructing
the basic regular group, group G will be expanded by adding one
regular string at a time. The group expansion will be repeatedly
executed until the stop criteria are satisfied. The following firstly
presents the construction of the basic regular group. Then the
expansion of the basic group is presented.

A. Construction of Basic Regular Group (CBRG)

Given a behavior string set Spast , the first task is to construct
the basic regular group G. As mentioned before, one important
feature of G is that all strings in G should be regular strings.
Recall that a large value of similarity of string si indicates that
string si has the smallest accumulated distance to all the other
strings in G. That is, a string with bigger similarity is much
similar to all the other strings and should be prior included in
group G. The similarity of each string in G will be calculated
according to Exp. (15). The string which has the maximum value
of similarity S(si, Spast) is definitely a regular behavior string
and should be the first one to be included in group G. Let sbest

denote the string which has largest similarity. That is,

sbest = arg max
si ∈Spast

S (

si, Spast
)

The group G is thus initialized by G = {sbest} and string
sbest also plays the role of origin of G while the diameter dG is
zero obviously.

However, if the expansion of group G begins from one ele-
ment group, the calculation complexity is large. A method to
speed up the construction of group G is presented in the follow-
ing.

Let SS = {S(s1 , Spast),S(s2 , Spast), . . . ,S(sm , Spast)} de-
note the set of similarities of all strings in Spast . Let Median(SS)
is a function which sorts the elements in SS in a nonincreasing
order and then returns the value of middle item in the sorted
set. Let median similarity, denoted by Smedian

Spast , be the value re-
turned by function Median(SS). Exp. (18) calculates the value
of Smedian

Spast .

Smedian
Spast = Median

(

SS)

(18)

Recall the assumptions and constraints discussed in
Subsection III.C. The number of regular days is much larger
than that of the irregular ones and meanwhile, the maximum
difference between any two regular strings should be smaller
than the minimum difference between the pair of any regular
and irregular strings. That is to say, any regular string si ∈ Spast

has a bigger similarity S(si, Spast) than that of any irregular
string. This also implies that string si satisfying the following
condition can be included in group G.

S (

si, Spast
)

> Smedian
Spast

Consequently, we have

G =
{

si

∣
∣S (

si, Spast
)

> Smedian
Spast , si ∈ Spast

}

.

The origin oG and diameter dG of group G can be accordingly
calculated by applying Exps. (16) and (17), respectively.

B. Expansion of Regular Group (ERG)

This subsection details the expansion procedure using the
basic regular group G. As mentioned before, group G will be
expanded by adding one regular string at a time until the termi-
nation criteria is satisfied.

Let Gunpro denote the set of strings excluded by G. For
instance, in Fig. 3, Gunpro = {s2 , s8 , s10 , s12 , s13 , s15}. The
strings in Gunpro will be checked one by one in the ascend-
ing order of distance d(sj , Spast) or in an descending order of
similarity S(sj , Spast), for determining whether or not it can be
joined to G. The following presents the expansion procedure ex-
ecuting on string sj . The expansion procedure mainly consists
of two steps. The first one is to calculate the distance from sj

to the origin oG of group G. In the second step, based on the
results of previous step, a decision can be made to determine
whether or not string sj can be actually included in G. When
string sj has joined group G, the new origin and diameter of the
new group will be calculated. Otherwise, expansion procedure
will be terminated.

In step 2, the decision should be made to determine whether
or not string sj can be actually included in G. The following
presents the criteria for making such a decision.

Inclusion Criteria:
A string sj can be included in a regular group G only if the

following two criteria are satisfied.
1) sj = arg maxsi ∈Gunpro S(si, Spast)
2) d(sj , oG ) ≤ dG

In the inclusion criteria, the first condition for sj is that sj

has the maximum value of similarity in Gunpro . This condition
guarantees that string sj has the maximal potential to be included
in G, as compared with all the other strings in Gunpro . The
second condition is that the distance d(sj , oG ) is no more than
the diameter of the group G.

If the Inclusion Criteria are satisfied, string sj will be actually
included in group G, that is, G = GU{sj}. Meanwhile, the new
origin oG and new diameter dG of new group G will be calcu-
lated accordingly. Otherwise, strings sj will be regarded as an
irregular string and the expansion procedure of the group G will
be terminated. If it is the case, the regular group Gregular which
we aim to construct is the final group G. As shown in Fig. 3, the
cyan contour presents the group Gregular which should include
all the regular strings.

Based on the group Gregular with the origin oGregular and
diameter dGregular , any future string of daily behavior can be
examined. As a result, the irregular detection model, denoted by
MGregular can be constructed based on Gregular .

Given any string sj ∈ Sf uture , the constructed model
MGregular is able to determine whether or not sj belongs to group
Gregular according to the distance between sj and oGregular , as
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Fig. 4. The proposed IIRD algorithm.

expressed by Exp. (19).

d (sj , oGregular ) ≤ dGregular (19)

In case that the condition given in Exp. (19) holds, sj should
be included in Gregular , which indicates that sj is regular. Fur-
ther, the Gregular can be adaptively updated by recalculating the
new origin and diameter. Otherwise, sj is irregular and the sub-
sequent actions such as warning or notification to the relevant
caregivers should be initiated.

C. The Proposed IIRD Mechanism

This subsection summarizes the proposed IIRD mechanism.
The proposed IIRD mechanism mainly consists of two pro-
cedures, including of CBRG and ERG. The procedure CBRG
mainly constructs a basic regular group G, according to the
computation of distance and similarity for each given string.
Once group G, containing one or more regular strings, is con-
structed, it begins to be expanded by applying procedure ERG
until the Inclusion Criterion is not satisfied.

Fig. 4 depicts the detailed steps of the proposed IIRD algo-
rithm. In steps 1 and 2, variables including G, SS , oG , rG as well
as Gunpro are initialized. Then the procedure CBRG is imple-
mented from steps 3 to 12. Steps 3 and 5 calculate the distance
for each string while step 6 calculates the median distance of all
strings. After that, steps 7 to 10 build up the basic regular group

TABLE II
SIMULATION PARAMETERS

G and update the group Gunpro accordingly. Steps 11 and 12
further calculate the origin and diameter of G. Steps 13 to 22
describe the process of procedure ERG which repeats to check
strings in Gunpro for determining whether or not a string should
be included in group G. Step 14 gives the Inclusion Criterion
which specifies the stop condition. Finally, steps 23 to 24 con-
struct the group Gregular with the origin oGregular and diameter
dGregular .

VI. SIMULATION

This section investigates the performance of the proposed
IIRD mechanism against K-means, Hierarchical Cluster (HC)
and Density-Based Spatial Clustering of Application with Noise
(DBSCAN) in terms of the accuracy of irregularity detection,
which is measured by the number of False Positive (FP) and
False Negative (FN). In addition, the robustness of the compared
mechanisms are investigated. The following firstly shows the
data preparation and then discusses the performance results.

A. Data Preparation

This subsection illustrates the preparation of the simulation
data. There are 15 elders interviewed for collecting their daily
behaviors. According to the behavior patterns of the 15 elders,
there are three types of different patterns, noted by sX, sY and
sZ . Then, we select one behavior pattern, say sX, to be consid-
ered in the experiments. The selected sX represents the behaviors
of 8 elders whose living styles are similar. Then representative
behaviors will be picked out and organized as a behavior set
which is further considered in the experiments. Next, based on
the interviews, the behaviors which might affect the implicit
irregularity are picked out and regarded as the important behav-
iors. Let important behavior set associated with sX, is denoted
by Bimportant

X .
For basic behavior string sX, 500 daily behavior strings are

simulated based on the behaviors in sX and the associated im-
portant behavior set Bimportant

X . According to the investigation,
the regular string has relatively fixed patterns of important be-
haviors while the irregular string is opposite.

Table II lists the simulation parameters for the derivations of
each basic behavior string. There are 500-day behavior strings
simulated while the ratio of the number of irregular strings to
that of all strings ranges from 0.1 to 0.3. Based on the previous
investigation, regular behavior strings are simulated by chang-
ing a small number of the ordinary behavior characters and the
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Fig. 5. Example of the derivations of one regular and one irregular
strings from basic regular string.

Fig. 6. The derivations regular strings which are 75 irregular strings
selected from 365 days.

ratio of the number of changed ordinary characters to the length
of basic regular strings ranges from 0.05 to 0.3. The irregular-
ity is caused by skipping or increasing important behaviors and
the ratio of the number of changed important characters to the
length of basic regular string ranges from 0.15 to 0.4. Since the
operations on strings are not the focus of this paper, the weights
of all the operations, including insertion, deletion, and modifi-
cation, are set to 1. The behavior weight will be set according to
the investigation. Table II summarizes the parameter settings.

Fig. 5 depicts a basic regular behavior string sX. Based on sX,
two strings are derived, including one regular and one irregular
strings, with ε = 0.05 and δ = 0.15. The basic regular string sX

and the derived regular and irregular string are marked with blue,
green and red colors, respectively. Compared with the sX, the
derived regular string is changed by inserting a ‘Wash dishes’
behavior at the 15-th serial number. The red irregular behavior
string, as compared with sX, has two more important behaviors
insertions, namely ‘Leave home’ and ‘Get in home’, at the 9th
and 10th serial numbers, respectively. In addition, after ‘Prepare
dinner’ at the 21-th serial number, two insertions ‘Drink water’
and ‘Watch TV’, and one deletion ‘Have dinner’ are changed.
It likely indicates the bad mood or indigestion of the elder’s
irregularity features. The distance between the regular string
and the basic regular string and distance between the irregular
string and the basic regular string can be calculated by Equ.
(14), which results in 1 and 18, respectively.

Fig. 6 further depicts the randomly selected 75 derivations
of regular strings. The related parameters are set at ε = 0.05
and δ = 0.15. In Fig. 6, three dimensions, including of ‘Serial
Number of Characters in String’, ‘Serial Number of Stings’ and

Fig. 7. Projecting strings onto a two-dimensional plane.

‘Behavior’, present time sequence, day ID, considered be-
havior set, respectively. Each small square (also called ‘point’)
shown in the three-dimensional space represents the behav-
ior occurred in some certain day. For instance, the 7-th
char(behavior) occurred in 10-th day is ‘Wash dishes’, as the
point marked with red solid square in Fig. 6. Another example
shown in Fig. 6 is that points grouped by a green oval represent
the behavior ‘Clean room’ almost occurred in every day of the
75 selected sampling days, which indicates the behavior regu-
larity of the sampled elder. As shown in Fig. 6, there exists a
general trend where similar behaviors are found, as lying on the
colorful band.

Fig. 7 shows the logarithm of distances between 365 de-
rived strings and the basic regular behavior string sX. The re-
lated parameters are set at α = 0.2, ε = 0.15, δ = 0.15 and
wb = 2. Based on the distance from sX, each string is pro-
jected onto a two-dimension plane. As shown in Fig. 7, the sX

is projected onto the origin, marked by a green dot. The de-
rived regular strings, marked as black dots, are similar to the
sX and have smaller distances than derived irregular strings, as
marked with red dots. According to the aforementioned assump-
tions, the boundary, which is marked with green color, includes
all the regular strings and excludes all the irregular strings.
That’s the boundary that the proposed IIRD algorithm aims
to find.

In the experiments, the detection of irregularity is achieved
by two designs, called Model-based Detection and Direct De-
tection. In the experiment design of Model-based Detection, the
derived strings are divided into two sets: training data and test-
ing data. The Model-based Detection experiment is achieved
in two stages. In the first stage, several unsupervised cluster-
ing mechanisms, including the proposed IIRD, DBSCAN, HC
and K-means, are applied to build up two clusters: regular and
irregular clusters. This result will be treated as a classification
model which will be used to detect (or classify) if a given testing
data string falls into the regular cluster. In the second stage, the
testing data set is used to verify the accuracy of the detection



140 IEEE JOURNAL OF BIOMEDICAL AND HEALTH INFORMATICS, VOL. 24, NO. 1, JANUARY 2020

Fig. 8. False positive/false negative of four mechanisms.

model. Different from the Model-based Detection design, the
Direct Detection design treats all data as the inputs of the unsu-
pervised clustering mechanisms, including the proposed IIRD,
DBSCAN, HC and K-means. Herein, we notice that each data
string has been already labeled with ‘regular’ or ‘irregular’ be-
fore the experiment. However, the labels are not used for training
the features of the built model in our experiments, but used to
verify the accuracy of the experimental results of the compared
algorithms. Among the compared mechanisms, the DBSCAN
is operated based on two parameters: eps and minPts. In the
experiments, the two parameters are set at eps = 5 and minPts
= 5 according to the length of string sX and the value of ε.

B. Experimental Results

Fig. 8 adopts Model-based Detection design to compare the
performances of the compared four mechanisms in terms of
the numbers of the FP and FN. The related parameters are
set at N = 500, α = 0.2, ε = 0.15, δ = 0.15 and wb = 2.
The training data contains 365 strings where 73 strings are ir-
regular and 292 strings are regular. The testing data consists
of 27 irregular strings and 108 regular strings. In comparison,
the proposed IIRD algorithm outperforms DBSCAN, HC and
K-means in terms of numbers of FN and FP. It occurs because
that the proposed IIRD takes advantages of the behavior weights
that can widen the distance between the regular and irregular
strings. The DBSCAN has better performance than the K-means
and HC, but not as good as the proposed IIRD algorithm. It oc-
curs because that DBSCAM considers noise in advance and
thus is robust to outliers. The K-means and HC have worse
performance, as shown in Figs. 8(a) and 8(b), respectively. In
particular, almost all the derived irregular strings are recognized
as regular strings by the K-means and HC mechanisms, which
leads to large values of FN.

Fig. 9. Detection accuracy and irregularity recall (vs number of training
data).

The following defines detection accuracyAMof an algorithm
M, which is an evaluation parameter measuring the number of
occurrences of FN and FP. Recall that notations γi and βj denote
the numbers of FP and FN, respectively, and notation Sf uture

denotes the set of testing data. Exp. (20) presents the definition
of AM.

AM = 1 −
(
∑

si ∈R,s̃j ∈R̃ (γi + βj ) /
∣
∣Sf uture

∣
∣

)

si, s̃j ∈ Sf uture
(20)

The AM has a value between 0 and 1. A large value of AM

indicates the total number of FP and FN obtained by applying
algorithm M is small.

Another evaluation parameter, called irregularity recall RM

which aims to measure the number of FN occurrences for a given
set of irregular strings. The irregularity recallRM represents the
ratio of the correctly detected irregular strings to all the derived
irregular strings. Exp. (21) presents the calculation of RM.

RM =
(

α × ∣
∣Sf uture

∣
∣ − ∑

si ∈R,s̃j ∈R̃ βi

)

/
(

α × ∣
∣Sf uture

∣
∣
)

si, s̃j ∈ Sf uture

(21)
Fig. 9 compares four mechanisms in terms of the detection

accuracy AM and irregularity recall RM by adopting Model-
Based Detection design. The related parameters are set at N =
500, α = 0.2, ε = 0.15, δ = 0.15 and wb = 2. The number of
training data is ranging from 30 to 400. In general, the proposed
IIRD, DBSCAN and K-means have a common trend that both
the detection accuracy and irregularity recall increase first and
then decrease with the number of training data, as shown in
Fig. 9. This occurs because that the model constructed using a
small set of training data inclines to be sensitive with the changes
of data while the overfitting problem tends to appear when the
number of training data is too large. As shown in Fig. 9, a reliable
model can be constructed if the behavior data of recent 90 week
days are provided. However, the detection accuracy of HC and
K-means present some extreme values because that HC tends
to obtain local optimum while the result of K-means sometimes
relies on random selection of the initial cluster centers, which
will lead to the result of low detection accuracy. In comparison,
the proposed IIRD outperforms DBSCAN, HC and K-means in
terms of detection accuracy and irregularity recall in all cases.
It occurs because that the proposed IIRD extracts the feature of
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Fig. 10. Detection accuracy and irregularity recall (vs number of de-
tection data).

Fig. 11. Detection accuracy (vs ratio of irregular data to training data).

regularity from given data and then presents the feature as the
distance between data. Based on the distance, the basic behavior
group can be clearly identified. After that, the proposed IIRD
finds the boundary between the regular and irregular data, which
perfectly separates data into regular and irregular groups.

Fig. 10 adopts Direct Detection design, instead of Model-
Based Detection design, to compare the four mechanisms in
terms of the detection accuracy and recall. The settings of re-
lated parameters are identical to those in Fig. 9. In general,
compared with Fig. 9, Fig. 10 has an opposite trend that the de-
tection accuracy and irregularity recall increase with the number
of detection data. This is because when the experiment adopts
the Direct Detection design in which all data participate in the
regular and irregular clustering, the features of regular and ir-
regular data become easier to be identified when the number of
detection data increases. In comparison, the proposed IIRD still
outperforms the other mechanisms in terms of detection accu-
racy and irregularity recall in all cases. Combining Figs. 9 and
10, in general, the performances of the four compared mecha-
nisms adopting the Model-Based Detection design is better than
those adopting the Direct Detection design. Therefore, the fol-
lowing experiments will be carried on by applying Model-based
Detection design.

Fig. 11 compares the four mechanisms in terms of detec-
tion accuracy with varied ratio α by applying Model-based De-
tection design. The numbers of training data and testing data
are set at 365 and 135, respectively. The related parameters
are set at ε = 0.15, δ = 0.15 and wb = 2. The parameter α,
the ratio of irregular data to training data, varies ranging from

Fig. 12. Irregularity recall (vs ratio of irregular data to training data).

TABLE III
DISTANCE FEATURE OF DERIVED STRINGS

0.1 to 0.3. In general, the detection accuracy and irregularity
recall decrease when the ratio of irregular data to training data
grows. This occurs because that the increase of α value indicates
that the number of regular data is reduced. However, the sim-
ilarity analysis and feature identification highly depend on the
regular data. Therefore, the decreasing number of regular data
leads to low detection accuracy. In comparison, the proposed
IIRD outperforms the other compared mechanisms. This oc-
curs because that IIRD assigns important behaviors with higher
weights, sorts the data strings based on similarity distance as
well as creates the basic regular group, which can better distin-
guish the regular and irregular strings.

Fig. 12 further investigates the irregularity recall of the four
compared mechanisms. Herein, we notice that the irregularity
recall decreases with the ratio of irregular data to training data.
It is interesting that the curve of K-means is zigzagged. The
closer observation of data depicted in Table III can help under-
stand this phenomenon. Let notations dm

r , dm
i and dm

ir represent
the average distance of regular strings, average distance of ir-
regular strings, and the difference between the former two, re-
spectively. The number of FP will be decreased in the following
two conditions, leading to the increasing of irregularity recall.
The first condition is that the average distance between irregular
strings is relative small, leading to the right clustering result
where all irregular strings are grouped into the same group. As
shown in Table III, the value of dm

i , as marked with red color in
Table (2, 2), falls in the first condition. Another condition is that
the distance between regular and irregular strings is large. This
condition can also lead to the situation that the regular and ir-
regular strings are separated into the different groups. As shown
in Table III, the value of dm

ir , as marked with blue color in Table
(3, 4), falls in the second condition.

Fig. 13 further compares the four mechanisms in terms of
detection accuracy by adopting the Model-based Detection de-
sign. In this experiment, the diversity of training data is changed
based on varying the values of parameters ε and δ. The parame-
ter ε ranges from 0.1 to 0.25 while parameter δ ranges from 0.15
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Fig. 13. Detection accuracy of four mechanisms (vs ratio ε and
ratio δ).

Fig. 14. Discrimination of IIRD.

to 0.4. Other related parameters are set at N = 500, α = 0.2 and
wb = 2. The number of training data is 365. In general, there is
a trend for the proposed IIRD and DBSCAN that the detection
accuracy decreases with parameter ε and increases with the pa-
rameter δ. It occurs because that the difference between regular
and irregular strings diminishes when the difference between ε
and δ becomes small. In comparison, the proposed IIRD out-
performs the other three mechanisms in all cases. This verifies
that the robustness of the proposed IIRD is high, even though
diversity exists in the behavior strings.

From the experiments, we observed that detection accuracy
and irregularity recall are related to the distance between the
irregular strings and regular strings. Let DM denote the dis-
crimination of algorithm M for regularity and irregularity of
training data. Let RM and R̃M denote the regular strings and
irregular strings after applying the algorithm M, respectively.
DM is defined as the minimum distance between any string
si ∈ RM and any string s̃j ∈ R̃M as shown in Exp. (22).

DM = min
∀si ∈RM,∀s̃j ∈R̃M

d (si, s̃j ) (22)

Fig. 14 presents the discrimination of the proposed IIRD with
varied numbers of training data and behavior weight ratios wb

by adopting the Model-based Detection design. The related pa-
rameters are set at N = 500, ε = 0.15 and δ = 0.15. The
number of detection data ranges from 150 to 400 while the be-
havior weight ratio wb ranges from 1 to 9. In general, there is
a trend that the discrimination of the proposed IIRD increases
with the behavior weight ratio wb . It occurs because that the im-
pact of important behaviors on discrimination is increased with
the weight ratio. As a result, large values of wb lead to large

differences between regularity and irregularity. On the other
hand, the discrimination of the proposed IIRD decreases with
the number of training data. It occurs because that a large num-
ber of training data increases the diversity of the regular and
irregular data and hence leads to small discrimination.

VII. CONCLUSION AND FUTURE WORK

This paper proposes a mechanism, called IIRD, which aims
to detect the implicit irregularity of daily behaviors to support
the homecare of the elderly. In order to formulize the irregular-
ity, the distance and similarity between behaviors are defined
and applied to extract the regularity features of behavior data.
Moreover, the behavior weight is proposed to amplify the dif-
ference between regularity and irregularity. The proposed IIRD
consists of two phases, named CBRG and ERG. The CBRG
phase mainly extracts the feature of regularity from given data
and then presents the feature as the distance between data. To
reduce the computation, a basic regular group is constructed.
Then the ERG phase finds the boundary between the regularity
and irregularity by gradually expending the regular group. When
the expansion of the regular group stops, the detection model
is built up by the proposed IIRD. Extensive experiments verify
the robustness of the proposed IIRD and show that IIRD out-
performs DBSCAN, K-means and HC in terms of the detection
accuracy and irregularity recall.

Our future work will integrate the proposed IIRD mechanism
to the real-life long term activity monitoring system to measure
its practical impact on the elderly. Moreover, we will consider
statistical approaches to determine the importance of the behav-
iors. Further, we will consider the multi-dimensional features
of daily behaviors and provide refined characterizations of the
elderly behaviors.
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