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A directional wireless sensor network (DWSN) consists of a number of directional sensors. Many types
of directional sensors have been widely used in constructing a wireless sensor network for IoT appli-
cations. These types of sensors include infrared sensors, microwave sensors, ultrasonic sensors, cam-
eras, and radar. Compared with an omni-directional sensor, a directional sensor can achieve better per-
Keywords: formance because it can additionally report the direction of an intruder. Unfortunately, most existing
Surveillance barrier-coverage mechanisms adopt omni-directional sensor networks. They cannot be efficiently applied
QoS to DWSNs because the sensing area of each directional sensor is fan-shaped. This paper investigates the
k-Barrier coverage surveillance service problem which supports the surveillance quality of k-barrier coverage in DWSNs.
Wireless sensor networks (WSNs) Three algorithms, called BA, BTA and BRA, are proposed which aim at finding a maximal number of
different defense barriers, each of which supports k-coverage. Using these algorithms, at least k direc-
tional sensors can detect intruders intending to cross the monitoring area. Performance analyses of the
proposed algorithms are conducted in Section 5 to verify the performance improvement from a theoret-
ical point of view. In the performance study, the proposed algorithms are compared with other existing
algorithms. The experimental study shows that the proposed k-barrier coverage algorithm achieves simi-
lar performance with the optimal solution but has fewer control packets. Furthermore, the proposed BRA
achieves better performance in terms of the numbers of control packets and constructed defense barriers,
as compared with existing algorithms.

© 2018 Elsevier B.V. All rights reserved.

1. Introduction an ultrasonic sensor, a camera, radar, and so on, which provides

rich information for better understanding the behavior of targets in

Directional wireless sensor networks (DWSNs) consist of a
number of directional sensors. The directional sensors have been
widely used for IoT applications [1-5]. These applications include
supporting visual monitoring services [1,2], identifying the posi-
tions of objects [3], and constructing a virtual fence [4,5] on the
border between Mexico and the United States. The k-barrier cov-
erage problem [6-13] has been widely discussed for wireless sen-
sor networks (WSNs) in the past few years. A defense barrier con-
structed by a set of sensors in a given monitored region R is said
to satisfy k-barrier coverage if any crossing path is covered by at
least k distinct sensors [6], where a path is said to be a crossing
path if the path crosses through the complete width of R. Com-
pared with a traditional sensor in WSNs, each directional sensor in
DWSNs is equipped with an infrared sensor, a microwave sensor,
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target tracking applications. Being different from traditional sensor,
the sensing range of a directional sensor is a Field of View (FoV),
which can be viewed as fan-shaped. Hence the existing barrier-
coverage algorithms [6-14] developed for WSNs cannot be applied
to DWSNs.

In the past few years, barrier coverage problem in DWSNs has
attracted much attention [15-22]. Since considerable intrusive in-
formation captured by directional sensors will be further processed
by the sink node, most of the existing approaches [15-21] aim to
reduce the number of active directional sensors for reducing the
computing loads at the sink and energy consumptions at sensor
nodes. Ma et al. [15] analyzed the FoV sensing model of directional
sensors and then proposed a connectivity checking and repairing
method, aiming to maintain the connectivity between directional
sensors. However, the authors did not take into consideration the
construction of defense barrier. Several studies [16-19] have pro-
posed barrier construction algorithms. The main concept is that
the contribution of each directional sensor is transformed into a
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partial barrier line. The set of directional sensors that contribute
to the largest partial barrier line will be selected. The length of the
partial barrier line can be enlarged if two partial barrier lines over-
lap. As a result, the barrier can be constructed from the leftmost
to the rightmost boundaries. However, these studies did not con-
sider the k-barrier coverage problem, for k > 2. Also, the maximal
number of constructed defense barriers was not achieved.

Moreover, studies [20,21] proposed centralized barrier-coverage
algorithms aiming to minimize the number of directional sensors.
Wang et al. [20] transformed the given monitored region into a
weighted graph. An approach based on the Hungarian Algorithm is
applied to find the barrier lines on the weighted graph. As an ex-
tension of study [20], Wang et al. [21] further demonstrated that
constructing a defense barrier with k-barrier coverage is related to
finding k vertex-disjoint paths on a weighted graph. An algorithm
based on Menger’s Theorem was proposed for finding the k vertex-
disjoint paths. However, the efficiencies of these centralized algo-
rithms [15,16,18,20,21] could be further improved since they raise
considerable communication overhead for collecting the locations
and FoV information from all directional sensors.

This paper addresses the k-barrier coverage problem and devel-
ops a decentralized k-Barrier Coverage Construction (k-BCC) mech-
anism for DWSNs. The developed k-BCC mechanism aims to con-
struct the maximal number of distinct defense barriers. Each con-
structed defense barrier is composed of as few directional sen-
sors as possible while satisfying the cover requirement of k-barrier
coverage. In the proposed k-BCC mechanism, the given monitored
region will be initially partitioned into several equal-sized grids
for simplifying the k-barrier coverage problem. Then a Basic Ap-
proach (BA) is proposed aiming at constructing a number of de-
fense barriers. Each of the constructed defense barriers consists
of a minimum number of directional sensors but satisfies the k-
barrier coverage. Based on the proposed BA, the Backtracking Ap-
proach (BTA) and Branch Approach (BRA) are further proposed to
construct more defense barriers with the capability of k-barrier
coverage. Consequently, those directional sensors that participate
in the constructed defense barriers can work in turn and the load
balance purpose can be achieved.

The following presents the main contributions of this paper.

1) Proposing a decentralized solution which achieves similar
performance to the centralized optimal solution. By locally
considering the contribution of each directional sensor, the pro-
posed decentralized k-BCC mechanism can construct a satisfac-
tory number of distinct defense barriers. Each constructed bar-
rier consists of as few directional sensors as possible but still
guarantees k-barrier coverage. In comparison, we treat MDP
[23] as the optimal solution since it is centralized and uses
exhausted search for all possible solutions. The proposed BRA
mechanism achieves similar performance as the optimal solu-
tion while the number of control packets of BRA is significantly
reduced.

2) Achieving better performance than existing works. The pro-
posed BRA mechanism outperforms existing distributed algo-
rithms CoBRA [17] and D-TriB [19], and centralized algorithms
MNBG [21] and MDP [23] in terms of the number of control
packets.

3) Overcoming the obstacle problem. The dead-end problem
might occur when constructing a barrier. The proposed BTA
and BRA adopt the backtracking and branch approaches to over-
come the dead-end problem and further find more feasible so-
lutions for constructing the defense barriers. Hence both of BTA
and BRA can be applied to the obstacle environment. To our
knowledge, this is the first decentralized algorithm that han-
dles the dead-end problem when constructing a barrier.

4) Handling the heterogeneous problem. The proposed k-BCC
mechanism can be also applied in heterogeneous directional
sensor networks because each directional sensor just needs to
calculate its contribution for constructing the defense barrier
based on parameters including its sensing radius, field of view,
view angle, and coordinates.

Flexibility. The proposed BA, BTA, and BRA approaches can

work independently or can be integrated, according to the sit-

uations of a given monitored region. Compared with related
works [15,16,18,20,21], the proposed approaches have more
flexibility.

6) Problem simplification and performance analysis. The pro-
posed k-BCC mechanism which partitions the monitoring re-
gion into a number of grids can further simplify the barrier
construction problem and reduce the computational complex-
ity. Theoretical analyses of performance drop caused by grid
partition and message complexity are also made in Section 5.

5]
-

The remainder of this paper is organized as follows. Section 2
discusses related works. Section 3 introduces the network envi-
ronment and problem statement. Section 4 gives the detailed de-
scription of the proposed mechanisms. Section 5 gives a theoreti-
cal analysis for verifying the performance of the proposed barrier-
coverage approaches. Section 6 presents the simulation results
while Section 7 concludes this paper.

2. Related work

Barrier coverage is one of the most important topics in wire-
less sensor networks, which can be implemented in several appli-
cations including national border control, critical resource protec-
tion as well as intruder detection. In a WSN, a defense barrier is
formed by selecting a set of sensors whose sensing ranges are con-
tiguous and span across the monitored field. Every object crossing
the field from one side to another will be detected by at least one
sensor on the defense barrier. The following subsection presents
related literature on barrier coverage developed for WSNs and di-
rectional WSNs.

2.1. Barrier coverage in WSNs

The barrier coverage problem for traditional WSNs has been
studied extensively in the past few years. Kumar et al. [6] firstly
defined the notion of k-barrier coverage of a belt region for wire-
less sensors. They proposed an algorithm to determine whether a
belt region supports the k-barrier coverage. Kumar et al. [7] further
proposed a centralized sleep-wake-up schedule, aiming to prolong
the lifetime of the performing barrier for wireless sensors. Chen et
al. [8] introduced the concept of local barrier coverage for WSNs.
They proposed a sleep-wakeup algorithm, aimed at maximizing
the network lifetime. Huang et al. [9] proposed a centralized algo-
rithm for constructing the barrier for WSNs. In the proposed algo-
rithm, the boundary arcs of the sensing intersection area among
sensors were calculated. A set of sensors with large projection
lengths were selected to form the barrier. Yang et al. [10] inves-
tigated the effectiveness of sensing range of each sensor on bar-
rier and derived the projection length of each sensor. A centralized
scheme which combines all the projection lengths was developed
for constructing the barrier.

Liu et al. [11] divided the monitoring region into several hor-
izontal rectangular segments interleaved by vertical thin strips.
Each segment and vertical strip independently forms the local hor-
izontal and vertical barriers, respectively. The barrier for the whole
region is constructed if neighboring local horizontal and vertical
barriers were connected with each other. Chen et al. [12] proposed
a mechanism that measures the quality of the barrier. If the qual-
ity of the barrier falls below a desired level, they further proposed
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a method to identify all the weak zones. Then a repair algorithm
is obtained to repair the weak zones until the barrier achieves a
desired level. He et al. [13,14] introduced a notion of distance-
continuous and then designed sensor deployment algorithms for
barrier coverage in WSNs. However, the abovementioned studies
were developed for omni-directional sensors only. They cannot be
efficiently applied to DWSNs because the sensing area of each di-
rectional sensor is fan-shaped. Furthermore, most of the above-
mentioned mechanisms were centralized, which require collecting
the locations of the sensors and then making a decision. The pro-
posed algorithms here are decentralized, where each sensor only
needs to collect information from the neighboring sensor. Com-
pared with the abovementioned existing studies, the proposed de-
centralized algorithms further support scalability and flexibility.

2.2. Barrier coverage in directional WSNs

Recently, the barrier coverage problem for directional WSNs has
gradually received much attention. Ma et al. [15] analyzed deploy-
ment strategies with a FoV sensing model for directional sensors.
They proposed connectivity checking and repairing methods, aim-
ing to maintain the connectivity between directional sensors. How-
ever, the authors did not take into consideration the construction
of a defense barrier. Zhang et al. [16] firstly transformed the given
monitored region into a coverage graph. Based on the coverage
graph, the authors presented an integer linear programming for-
mula for modeling the barrier coverage problem and then pro-
posed a centralized algorithm to find the defense barriers. The au-
thors also came up with a decentralized defense barrier construc-
tion algorithm where a defense barrier is constructed by combin-
ing barrier fragments. Shih et al. [17] proposed a distributed al-
gorithm, aiming to construct the barrier in wireless camera sen-
sor networks. In the proposed algorithm, the contribution of each
camera sensor on the barrier is transformed into a partial barrier
line. The set of camera sensors that contributes the largest par-
tial barrier line will be selected. The length of the partial barrier
line can be enlarged if two partial barrier lines overlap. As a re-
sult, the barrier can be constructed from the leftmost to the right-
most boundaries. Cheng and Tsai [19] initially converted the FoV
of each directional sensor into a horizontal line. Later on, a di-
rectional sensor located at the leftmost boundary is selected to be
the initiator. Based on the length of the horizontal line, the initia-
tor selects suitable relay directional sensors from left to right until
the rightmost boundary is reached. However, previous works [16-
19] did not consider the k-barrier coverage problem for k > 2. To
our knowledge, the maximal number of constructed defense barri-
ers is never achieved.

Wang et al. [20] introduced the notion of a weighted barrier
graph (WBG) to model the barrier coverage problem. They demon-
strated the concept that the minimum number of directional sen-
sors required to form a defense barrier with 1-barrier coverage is
the length of the shortest path from the source node to the des-
tination node on the WBG. An approach based on the Hungarian
algorithm is proposed to solve the problem of 1-barrier coverage.
As an extension of study [20], Wang et al. [21] further proved the
fact that the minimum number of directional sensors required to
form a defense barrier with k-barrier coverage is related with find-
ing k vertex-disjoint paths with the minimum total length on the
WABG. Afterwards, an algorithm based on a previous work, called
Vertex-Disjoint Path Approach, is proposed for solving the problem
of k-barrier coverage. However, the efficiency of these centralized
algorithms [15,16,18,20,21] could be further improved since they
raise considerable communication overhead for collecting the lo-
cations and FoV information from all directional sensors. Table 1
summarizes the characteristics of the existing algorithms and the
proposed k-BCC.

3. Network environment and problem statement

This section initially introduces the network environment and
assumptions of the considered DWSNs. Later, the problem formu-
lations of this work are proposed.

3.1. Network environment

The considered monitoring area is a rectangle region R with size
L x W, where L and W are the length and width of R, respectively.
Let notations Leop, Lpottom» Wiefr» and Wiigp, denote the top, bottom,
left, and right boundaries of R, respectively. A path is said to be a
crossing path if it completely crosses from Lpgom to Ligp. A set of
n directional sensors V={vq,v,,..., vy} are randomly deployed in R.
Each directional sensor v; has a unique ID and is aware of its own
location and the boundaries of R. Each v; has a non-rotatable sens-
ing range with sensing radius r, communication radius 2r, field-of-
view (FoV) angle 6, and orientation vector ¢;. The energy required
for each v; is sufficiently supported. This can be achieved by many
existing Energy Harvesting technologies [24]. Through exchange of
beacon messages with one-hop neighbors, each v; can collect IDs,
locations, and information of sensing range of its neighboring di-
rectional sensors. A notation table is given below to summarize no-
tations used in the proposed k-BCC mechanism (Table 2).

3.2. Problem formulation

Let DB}1 = V3,05, ..., vfh) denote the hth constructed defense 1-

coverage barrier which is composed of fh ordered directional sen-
sors, where v; denotes the ith directional sensor participating in
DB}I, when applying a certain algorithm. The definitions of Initiator
and Terminator, and disjoint k-coverage barrier are given below.

Definition 1. Initiator and Terminator; V3 and v i,

The Initiator, denoted by v;, is the first sensor participating in
the construction of DB}I and its sensing range intersects with Wi.
The Terminator, denoted by Vi is the last sensor participating

h

in the constructing of DB}I and its sensing range intersects with
Wrighe.O

Definition 2. Disjoint k-Coverage Barrier; DBK
A disjoint k-coverage barrier, denoted by DB, is a collection of
k disjoint DB's. That is,

k
DB = | _J DB, 1)
h=1

O

The construction of a DB can be achieved by finding k disjoi
DB's. The following presents several constraints that should be sat-
isfied during the construction of a DB

In the k-barrier coverage problem, any crossing path should be
detected by at least k directional sensors in the given monitoring
region R. The proposed k-BCC mechanism aims to solve the prob-
lem of k- barrier coverage. The following presents the objective
function and the constraints of the k-barrier coverage problem.

Let N denote the number of disjoint k-coverage barriers that
can be constructed in R by applying a certain algorithm. As shown
in (2), the objective function of this paper is constructing the max-
imum number of disjoint defense barriers each of which supports
k-barrier coverage.

maximize (N) (2)

Expression (2) also indicates that the number of directional sen-
sors that compose each DB¥ should be minimized in order to max-
imize the number of constructed disjoint k-coverage barriers. This
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Table 1
Main characteristics of the k-BCC and related algorithms.
Studies Directional WSNs  Barrier Construction  Decentralized Algorithm  k-Barrier Coverage  Flexibility
[6,11] X X X \% X
[7-10,12-14] X X X V (1-Cover) X
[15,18,20] \Y X X V (1-Cover) X
[16,17,19] % % % V (1-Cover) X
[21] \% X X v X
k-BCC \% \% \% \% \%
Table 2
Notation table.
Notations Descriptions
DB The Disjoint k-Coverage Barrier
8xy A grid with coordinates (x, y).
o The gy, that is currently considered by the proposed algorithms.
DMgy" The sensor that plays the role of Decision Maker of gg}".
quf, The jth candidate working set of g, which is composed of k directional sensors.
Qﬁ‘;” The m possible candidate working sets of gy, each of which is composed of k directional sensors.
a, The best working set in Qf;".
P The extended grid of q’)fjj if both gg™ and gf,‘_’;,"'y are fully covered by all of the directional sensors in q’x‘j}.
gﬁfSéE"d‘"g The grid g5 that has maximal weighted distance d to g".
Sny Snt1 The current constructed segment and the next constructed segment.
e The starting grid of S, 1.
di?,{hs The candidate starting grids of S, where—1 < ¢ <land—1<§& < 1.
DM, The DM of g
DMEYY The previous DM of ggi".
G G={g1.8, ., &} has n weak grids selected by DMg}".
Co The coverage degree of grid g, where g, € G.

goal can reduce the complexities of intrusive information comput-
ing and communication. Since the constructed k-coverage barri-
ers can work in turn, the reliability of intruder detection task can
also be significantly improved when the number of constructed k-
coverage barriers is increased.

Let vli"” denote the sensing range of the ith directional sensor
in DB}1. Constraint (3) shows that the sensing ranges of two neigh-

boring directional sensors in DB}l should be overlapped.
Continuous constraint:

VU £, 1<i< fy—1, Vv, v; e DB (3)

Another constraint, called boundary constraint, should be satis-
fied for the first directional sensor v; and last directional sensor
Vi in DB}I. As expressed in (4), the sensing range of the first sen-
sor v%e" should overlap with the left boundary of R (i.e., W) and
the sensing range of the last sensor, denoted by vsff'”, should over-

h
lap with Wijgp.

Boundary constraint:

V%en n W,eft 0 A V}in n Wright # 0, Vs, Ufh € DB;, (4)

Let x;, denote the Boolean value indicating whether or not the

v; participates in DB}. That is,
1, ifv; e DB}!

Xin = {0, otherwise - (5)

Recall that the notations L and V denote the length of R and the
set of directional sensors deployed in R, respectively. Constraint (6)
states that each v; participates in at most one defense 1-coverage
barrier. In other words, any two defense 1-coverage barriers, says
DB}, and DB}s, should be sensor-disjoint.

Sensor-disjoint constraint:

inﬁ <1, VieV
VDB

(6)

The following explains the reason why the k DB!s that construct
a DB¥ should be sensor-disjoint. Consider a DB2, which consists of
two DB's, say DB}, and DBL. If DB, and DBL. share a common sen-
sor, the crossing path might pass through this sensor and hence
only one sensor can detect the intruder. As a result, DB2 can only
contribute 1-coverage.

The next section presents the proposed k-BCC which aims to
achieve the goal given in (2) while satisfying (3), (4), and (6).

4. The proposed k-Barrier Coverage Construction mechanism
(k-BCC)

The proposed k-BCC mechanism consists of two phases. In the
initialization phase, the given region R is partitioned into a number
of equal-sized grids for simplifying the k-barrier coverage problem.
Then the second phase, called barrier construction phase, aims to
construct a DB¥ grid by grid from Wiesr t0 Wijgny,

4.1. Initialization phase

Each directional sensor v; has two major tasks to be accom-
plished. The first task is region partitioning which aims to parti-
tion the given region R into a set of equal-sized grids as shown
in Fig. 1. Let the size of grid be [x[l Each grid is assigned
with coordinates (x, y). As shown in Fig. 1, the topmost left grid
is assigned with coordinates (1, 1) and the x-coordinate and y-
coordinate are increased by one if the location of a grid shifts one
position towards the right and the down direction, respectively. Let
notation gyy represent a grid with coordinates (x, y). Each v; in this
phase will firstly identify the coordinates of its own located grid.

Let notation 7 denote the maximum size of the square that can
be contained in the sensing range of a directional sensor. The size
of grid ¢ is bounded by 0 < ¢ < h. This makes it possible that the
grid can be fully covered by the directional sensor. The size of the
grid is a tradeoff between computational complexity and construc-
tion preciseness. A larger grid size can reduce the computational
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Fig. 1. Grid-based partition.
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Fig. 2. The fully covered grids of v, and v,.

complexity of each directional sensor but will lead to a drop in
the performance. This occurs because a large-sized grid can reduce
the number of sensors that fully cover one grid, which reduces the
number of sensors that can participate in the barrier-construction
task. It is obvious that when the grid size is degraded to a cer-
tain point, it is equivalent to removing the grid. Here, we assume
that the size of the grid is small enough such that the sensing
range of each directional sensor can fully cover at least one grid.
Section 5 presents the analysis of the performance drop caused
by grid partition. Section 6 further offers several simulations to in-
vestigate the impact of grid size on performance in terms of the
degree of performance drop and the success ratio of defense 3-
coverage barrier construction.

The second task of each v; is coverage identification. Here, we
notice that a grid might be commonly and fully covered by the
sensing ranges of several directional sensors. Therefore, in the ini-
tialization phase, each v; should evaluate the coverage degrees of
those grids covered by itself. The following defines Fully Covered
Set of v;.

Definition 3. Fully Covered Set of v;; G;

A grid gxy is said to be a fully covered grid of v; if the grid gy
is fully covered by v;. The fully covered set of v;, denoted by G;,
consists of all fully covered grids of v;. O

Fig. 2 gives an example of G;. In Fig. 2, the grids that are fully
covered by v, and v, are marked with notations a and b, respec-
tively. Therefore, we have Gq=1{g2, €23, 832, 833} and G, ={g23,
232, 833}

By exchanging the fully covered set with neighbors, each v; can
derive the coverage degree of grids that belong to G;. More spe-
cially, a grid gxy is said to be p-covered if the grid gy, is fully
covered by p different directional sensors. In other words, a gxy
is p-covered if and only if the coverage degree of gy is p.

4.2. Barrier construction (BC) phase

This section presents the construction of DBX. In a conceptual
level, a DBX is composed of a series of interconnected segments.
Each segment consists of several k-covered grids contributed by k
directional sensors. Let starting grid and ending grid be the leftmost
and rightmost grids of a segment, respectively. Two segments are
said to be interconnected if the starting grid of the successive seg-
ment neighbors is connected to the ending grid of the previous
segment. As a result, a DBX can be constructed by connecting a se-
ries of interconnected segments. The BC phase will construct a DB
segment by segment from boundaries Wigs; to Wi

To accomplish a DB¥ in each segment, a directional sensor is se-
lected to be the Decision Maker (DM) for executing the operations
proposed in the BC phase. Consider a grid gxy. All of the direc-
tional sensors that can fully cover gy, are called DM candidates of
gxy- One of them will play the role of DM of grid gy if it has the
largest number of neighbors in DM candidates of gyy. In case that
there is more than one directional sensor having the same num-
ber of neighbors, the one with the largest ID will play the role of
DM. In the BC phase, three approaches, the Basic Approach (BA),
Backtracking Approach (BTA), and Branch Approach (BRA), are devel-
oped to implement the BC phase. Each DM applies the proposed
approaches aiming to construct DB

The defense barrier can be constructed by locally exchanging
construction message among DMs from Wiy to Wigy.. The first
DM, which is treated as an Initiator v, is the DM that initializes
the construction of each defense barrier based on the proposed BA,
BTA, and BRA. The DM is said to be the Initiator candidate if there
exists a grid g1y, 1 <y < w, belonging to its fully covered set, and
have not yet participated in the construction of any defense barrier.
Each Initiator candidate should determine a particular time period,
called delay time. The delay time t; of an initiator candidate DM;
is set by tj=(y—1)x A, where A is a predefined time slot and y
is the y-axis coordinates of the grid gx, that satisfies gx, is the
closest grid in G; to the upper-left grid g;;. Herein, we guarantee
that all Initiator candidates should have different delay times, since
each Initiator candidate should cover grid g;,, and each gy is in
charge of at most one DM.

After calculating the delay time, each Initiator candidate should
execute an Initiator competition process, where each initiator candi-
date waits for its own delay time before accessing the medium.
When the delay time has expired, the Initiator candidate can
broadcast an Initiator message, aiming to notify all the initiator
candidates that it is an Initiator. The Initiator candidates that re-
ceive the Initiator message should abandon the Initiator compe-
tition process. The Initiator then starts to construct the defense
barrier according to the proposed BA, BTA, and BRA. The defense
barrier can be constructed segment by segment until the DM, say

DM,;, that plays the role of Terminator v X The DM; which satisfies

the following two criteria can play the Terminator role: (1) DM;
has not yet participated in any construction of a defense barrier;
(2) DV; has at least a fully covered grid g, 1 <y < w, which
belongs to its fully covered set. Once the defense barrier is con-
structed, the Terminator will notify the Initiator about the success
of constructing the defense barrier. All the Initiator candidates will
again execute the Initiator competition process, aiming to play the
Initiator role for constructing the next defense barrier until there
does not exist any Initiator candidate.

In the developed k-BCC mechanism, three barrier-construction
policies, called BA, BTA, and BRA are proposed. Firstly, a decentral-
ized BA mechanism is proposed to deal with the k-barrier cover-
age problem, which is simple and easy to be implemented. In ad-
dition to BA, the BTA and BRA algorithms that adopt backtracking
and branch policies are proposed to further construct more disjoint



76 C.-Y. Chang et al./Ad Hoc Networks 81 (2018) 71-85

k-coverage barrier (DB¥) than BA. Compared with BA, the BTA pro-
vides more opportunities for successfully constructing the DB¥. The
BRA can use up many directional sensors as possible for construct-
ing the maximum number of DBX.

1) Basic Approach (BA)

This section describes the proposed BA for constructing a DB.
Recall that a DB¥ is constructed in a segment by segment man-
ner from Wy to Wijep,. Let g7, denote the gy, which is currently
considered by algorithm BA. Let DMY" denote the DM of gy The
DM only considers a g¢'y" at a time and tries to find the best set
of k directional sensors, which is referred to the best working set
Q§y of g¢y. Initially, the DMZY™ will find each candidate working
set Wthh consists of k directional sensors and each of them can
fully cover grid gty Let qXJ denote the jth candidate working set

found by DM Let fo’” denote the set of m possible candidate
working sets qxf That is,

Q)’ivm_{qull<]<m} (7)

Then the DMZY™ will select one best working set (j’,jvy from set

fo ™. The selectlon policy for finding q’,ﬁvy is called Best Working Set
Constructzon Process which is presented below.

a) Best Working Set Construction Process

The following explains how DMy selects the best working set

qu from Qx;" The policy for determlnmg the q is based on the

contribution of each candidate working set gy kJ in Q,’fy'" Let g’;_]gx‘y
denote an extended grid of qX] if both g¢4" and gj"f""y are fully

covered by all of the directional sensors in q” Let Max(W, L) de-
note the maximum value between W and L, where W and L are the
width and length of the given monitored region R, respectively. Let
weighted distance d between the extended grids gj XY and g7 be
evaluated by applying (8).

d(gsum. g55) = (v — o) + (p — %) - Max(W. L) (8)

The grid gjl(;f;’,"‘y closer to boundary Wi, has a larger weighted
distance d and thus is considered having a larger contribution. This
occurs because the weighted distance d is the length of the de-
fense barrier contributed by the working set qx A larger d means
that the defense barrier requires fewer dlrectlonal sensors to be
accomplished. In (8), the multiplication of Max(W, L) and (o —x)
is to emphasize the weighted distance increasing in the x-axis di-
rection since a straight defense barrier is the most appropriate in
constructing the defense barrier.

As shown in (9), the gjfof Y that has maximal weighted distance

to grid g¢", denoted by gﬁ‘f‘f"di"g, will be the best ending grid of
the current segment.

gBestEndmg arg max d( x?;r’ p]ﬂxy) (9)

Therefore, the candidate working set qu that can fully cover
the grid gfteséE”d'”g has the largest contribution and will be selected
as the best working set q’;,y by DMg". The grids covered by all di-
rectional sensors in %, will become defense grids. These defense
grids are regarded as a constructed segment of DB and any direc-
tional sensor in the best working set cj,’;y will not be considered
again in the following segment construction.

Recall that a DB* is constructed segment by s §ment The cur-
rent grid ggy". and the best ending grid “tE" & will be the
starting grld and ending grid of the constructed segment, respec-
tively. The next step of BA is to construct the next segment which
connects to the previous one. Let gﬁf’;ﬁ denote the starting grid

[ |Starting grid [* ] Candidate starting grid
* | Ending grid

Fig. 3. An example for illustrating the construction of a DB? by applying BA.

of the next segment. To accomplish this, the DMy" will select a
proper g”f"f, Then the best working set construction process and
the g"e"t selectlon process (discussed later), will be repeatedly per-
formed to construct the defense barrier segment by segment. As
a result, the DB¥ can be constructed by repeatedly executing the
above-mentioned procedure until a constructed segment reaches
the boundary Wigp.

Fig. 3 is an example of selecting the best working set. As
shown in Fig. 3, the fully covered sets of vq vp, v, V4 and
Ve are Ga={g11, 812, &1, &2, &3, &2, &3} Gr=1{g12 &13
822, 823, &2} Ge={812, 813, 823} Ga=1{841, 851, 852, &1 Z6.2:
863} and Ge={g41, 84}, respectively. The grid g;, is the start-
ing grid which has w=3 candidate working sets: q?% = {va,vb}
033 = {ua,vc} and q33 = {vj, vc}. The extended grids of ¢75, q73

andq are{gzlllzgéﬂzg%;lz 112 g2121zg%§12}and
g2 3.1, 2 g% 312 g% 1.2} respectively. The farthest extended grid of
q1,2' , qu and q%: are g% 112, ]2 1.2 and 3 1.2 respectively By

2
applying (8) and (9), the contrlbutlons of q1 3 a5 and q73 are

evaluated below.
2,1. urr 1,1,2\
qi - d( 12832 ) =

212)

(2-2)+ (3 -1) Max(3,6) = 12

qi7 :d(ghy. 2-3)+(2-1)-Max(3.6) =5

73 :d(g1Y. &3 =2-3)+2-1)-Max(3,6) =5

0

As a result, the gﬁfg‘;”di”g will be the g3, and the q%:; = {vg. v}
be selected as the best working set, say cﬁ‘z = {vgq, v}, in charge of
monitoring the Segment; between g;, and g3,.

The following presents how DMgy" selects the next starting grid
for initiating the construction of the next segment.

b) Next Starting Grid Selection Process

This paragraph describes how DMgy" selects the starting grid
of the next segment g"e"‘ Let S, and S,,; denote the current
constructed segment and the next segment, respectively. Recall (9)
that ggegE”dl”g denotes the best ending grid of S,. The gg,e’;f, should

be able to connect to the best ending grid gfl‘fséE"di"g of S,. Let

k,j.x.y .
wrr Bt where—1 < ¢ <1 and-1 < & < 1 denote the candi-

date starting grids of S, 1. Obviously, each candidate starting grid

ai?{‘} 1 Of Sn.1 should be k-covered and will be connected to the

best ending grid gBEStE”dl”‘g of Sy. The DME4™ will select the grid
éiﬂm with the largest ¢ and the smallest & to be the starting
grid of S, 1, say gﬁf’}‘/ﬁ, for increasing the utilization of directional



C.-Y. Chang et al./Ad Hoc Networks 81 (2018) 71-85 77

Algorithm 1 Basic Approach (BA).

Input: Each directional sensor in R has completed the tasks of region partitioning
and coverage identification. The value k of k-barrier coverage requirement.

Output: A disjoint k-coverage barrier (DB¥)

Initialization: Initiator v; selection by applying the initiator competition process.

// Best Working Set Construction Process

‘l DMCHTF

2 for all qu € Qlm, where Vx;p =0, v; eq'” and 1 <j < mdo

3 Computes d(gyr, gf,”y) by applying (8)

4 g, = qu with max. d( X"y",g’””)

// Next Starting Grid Selection Process

5 if Jv; e ¢&,, where g, € G; then

6 return (“Construction success”)

7 if 3giy then

8 return (“Construction failure™)

9 X?’;,‘, = m{ax mén gﬁﬁ bk

10 vy = DM”"’“ where g’;,vy, e Gy

1 DM,‘(";", where v; is the DMgy"
12 for ally; e qx.y do

13 Xin=1

14 Hand_Over(DMZY", DM, k)

sensors from top boundary Ly to bottom boundary Lyggrom. That
is,

ext Jxy
e = m?X mén gJ«;+;,ﬁ+é. (10)
After DMy" determines the starting grid g)’}f”}‘,ﬁ of S,,1, the

DMgy" transfers the construction authority to the DM of gz,e’;/‘/ as
denoted by DMQE’;E, and changes role from DMgZYy" to previous DM,
as denoted by DMJ"". The DM;’F’J‘,‘, will become the role of the cur-
rent DM. That is, the current DM of Sniq s DM;%{;C. Executing sim-
ilar operations done by DMJ'", the DM will apply the BA pro-
cedure, including the best working set construction process and next
starting grid selection process, aiming to construct the next segment,
until a constructed segment reaches the right boundary W,p,.

The following continues the example given in Fig. 3 to illustrate
the execution of Next Starting Grid Selection Process. Recall that the
best ending grid of Sy is g3,. As shown in Fig. 3, the candidate
starting grids of S, are g41, 842, and g43. By applying (10), the
DM{"" selects grid g4, which satisfies the 2-covered restrictions
and locates the top-right closest boundary to be the starting grid
of segment S,. As a result, segment S; has been constructed and
segment S, will start to be constructed. The defense barrier will
be formed by constructing segment by segment. The Best Working
Set Construction Process and Next Starting Grid Selection Process will
be repeatedly applied until a grid of the segment that reaches the
right boundary W,g, is selected, and then the DB? is constructed
by applying BA mechanism. The pseudo-code of BA is given in
Algorithm 1.

The major advantage of BA is simple and easily implemented.
However, the BA might be a failure if the DMy" cannot find any
next starting grid which satisfies the k-covered restriction. Fig. 4
gives an example that fails to construct a DB? by applying BA.
Suppose that the segment S; between g1, and g4, has been con-
structed as the best working set cﬁyz = {vp, vc} and the gs; is also

selected by DM{*)" to be the starting grid of segment S,. Then the
DM”E’“ takes the construction authority from DMC“" and changes
role from DM2% to DME"T. The DMEMT further selects 851 to be the
best ending grld of segment S, by applymg (8) and (9). Note that a
grid gxy can simultaneously play two roles, including starting grid
and best ending grid, if gxy has the largest contribution as com-
pared with all of the other extended grids. Since the DME'{" cannot
find any grid fully covered by sensing ranges of at least two direc-
tional sensors, the BA will fail at g5; in constructing DB?. To ex-
plore as many as possible feasible solutions, the following presents

Fig. 4. An example for illustrating the construction of a DB? by applying BTA.

a Backtracking Approach which can further construct the next seg-
ment if the BA fails.

2) Backtracking Approach (BTA)

The basic concept of BTA is to allow the DM to transfer the
construction authority back to the previous DM, say DMP™V if the
DM fails to find any grid that satisfies the k-covered restriction.
As soon as the DMP™ obtains construction authority from DM,
it plays the role DM and tries to find another next starting grid
and transfers construction authority to the next new DM. As a re-
sult, the construction of DB can be continued until a grid of con-
structed segment reaches the rightmost boundary W;g,.. Thus the
BTA provides more opportunities to construct a DB* rather than
BA.

BTA and BA have similar operations if the construction of a DB*
is successful. However, if the DM‘—’,“;C fails to find the next starting
grid which satisfies k-covered restriction from its candidate start-
ing grids ;jf;{s/ e where—1 < ¢ <1 and-1 < & < 1, it re-
turns a construction failure message to the DMW" Upon receiving
the failure message, the DMY';"” changes role from DMEY" to DMEYT
and tries to select the next starting grid from its candidate starting

grids gj;i’g‘% ¢ but omits the grid g, . That is,
t k.j.x.y
vy = m{ax mé_m ( e B —gx’,y’)v (11)

After that, the DMZy" continuously executes a similar proce-
dure as BA and the backtracking mechanism is adopted once the
BA fails.

The following continues the example given in Fig. 4 for illus-
trating the execution of BTA. In Fig. 4, once the DME"" cannot find
the k-covered starting grid of segment S3 from its candldate start-
ing grids, including gg1, 62,851, 852, 841, and g4, it will trans-
fer the construction authority back to DM}">". Upon receiving the

construction authority from DMZ"", the DMP”"” changes role from

DMP"™>" to DM{" and tries to find another startmg grid of S, from
candldate starting grids, including g5, 853, £41, 42+ 843, 831, 832,
and g3 3. Since grid gs3 satisfies the 2-covered restriction and its
contribution calculated by applying (8) is larger than the others
except gs1, the DM{" will select grid g5 3 as the new starting grid
of segment S,. After taklng the construction authority from DM?’Z",
the DM"E"‘ will change its role from DM"‘—’g‘f into DMC“3" and will
keep on executmg the BTA until a constructed segment reaches the
boundary Wisp,;. The pseudo-code of BTA is given in Algorithm 2.
Although BTA provides more opportunities than BA for success-
fully constructing a DB, only those k-covered grids will be invited
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Algorithm 2 Backtracking Approach (BTA).

Input: Each directional sensor in R has completed the tasks of region partitioning
and coverage identification. The value k of k-barrier coverage requirement.
Output: A disjoint k-coverage barrier (DB¥)
Initialization: Initiator v; selection by applying the initiator competition process.
if i = DM}Y" receives “Construction failure” from i’ = DMZ") then
i —_ DMCNH’

next Xy
&y mtaxmm( e pre — &y)

1

2

3

4 = DM”e’y“ where g"m e Gy
5 = DMLY, where v; is the DMg4™
6 for all v; e g, do

7

8

Xin=1
rev
Hand_Over(DMEY", DM, k)
9 end if

10 if receives “Construction success” from Basic Approach then
1 return (“Construction success”)

12 else

13 return (Basic Approach)

1
2
8 53

Fig. 5. Priority table.

to join the construction of DB, In fact, those grids that do not sat-
isfy the k-covered restriction can cooperatively contribute to the k-
covered grids. The next section, called the Branch Approach, aims
to fully utilize those grids that do not satisfy the k-covered restric-
tion.

3) Branch Approach (BRA)

The main idea of BRA is to give more opportunities for the grids
which satisfy p-covered but do not satisfy the k-covered restriction,
where p < k. To accomplish this, the DB* can be decomposed into
several disjoint DBPs, for p < k. These p-covered grids can cooper-
atively participate in the construction of a DB.

Recall that, as shown in (1), a DB¥ is a collection of k disjoint
DB's. In other words, a DB* can have k branches DB, DB), ...,
DB} ,, and DB} from some grids. Let weak grid and qualified grid
represent the grid whose coverage degrees is less than k and more
than or equal to k, respectively. Different from BA and BTA, the
BRA can even invite weak grids to participate in the constructed
DB¥. Therefore, the BRA can construct more defense barriers than
both BA and BTA. Besides, finding more defense barriers can also
further balance the workload of directional sensors.

Similar to BA and BTA, the BRA constructs the defense barrier
by selecting a qualified grid through grid by grid from Wi, to
Wiesr- However, once the DMZY™ cannot find the qualified grid as

its next starting grid from its candidate starting grids g, +; ﬂ e

where—1 < ¢ < 1and-1 < & < 1, it initiates the BRA and tries
to select some weak grids from the same candidate starting grids
ai?{ﬂ . such that the sum of coverage degree of selected weak
grids is equal to or larger than k. More specifically, several weak
grids in candidate starting grids g];i;},/s ¢ Will be selected by DM’
to be the next starting grids according to the priority table which
is described as follows.

The grid selection priority will influence both the number of
directional sensors and the chance of successfully constructing a
DB*. As shown in Fig. 5, the priority table is proposed to select ap-
propriately weak grids when the BRA is applied. In Fig. 5, there
are 3 x 3 grids. Let the central grid, as marked with slash green
line, denote the ending grid of a current constructing segment. The
other grids around the ending grid will be the candidate start-

Fig. 6. A running example by applying the BRA.

ing grids since each of them can connect to the ending grid. As
shown in Fig. 5, a number labeled on each candidate starting grid
denotes the selection priority. These numbers are assigned accord-
ing to the coordinates of these grids. Since the construction of a
defense barrier starts from boundary W,,; and ends at boundary
Wiign, the candidate starting grid located close to the right coordi-
nate means that it is closer to the right boundary W, and hence
it has the highest selection priority to play the role of next start-
ing grid than the others. That is, constructing a defense barrier by
selecting the starting grid with rightmost coordinates can likely re-
duce the number of required directional sensors. Furthermore, the
candidate grid located close to the top boundary Lty also has a
higher priority to play the role of the next starting grid than the
others because the BRA aims to explore the coverage contribution
from all grids from the top grids to the bottom grids.

Fig. 6 depicts an example of how DMgy" selects the weak grids
according to the priority table for constructing a DB3. In Fig. 6, as-
sume that the segment S;, which is composed of those grids start-
ing from grid g;, to the ending grid g4,, is covered by the best
working set ‘7?,2 = {vg, vp, vc}. However, since the coverage degrees
of the candidate starting grids gs1, 52,853, &41, £42. 843, £31,
g32,and gzz are 1,1, 1,0, 0, 0, 0, 0, and 0, respectively, none of
them satisfies the 3-covered restriction. Consequently, the DM{’
initiates the BRA. According to the priority table given in Fig. 5,
the DM{Y" selects the grid gs;, which has the highest priority, to
be one startmg grid. After the grid gs; is selected for support-
ing 1-covered, the DM{§" will keep selecting another weak grid
from the remaining candldate starting grids, including g5, 853,
841, 842, 843, 831, &32, and gs3, until the sum of the coverage
degree achieves the 3-covered restriction. As a result, both the 1-
covered grids g5, and gs3 are subsequently selected by DM{)" to
be the next starting grids. Through the cooperation of these se-
lected grids gs1, g52, and gs3, the DB3 can be constructed by the
1-covered grids g51, 85, and gs 3.

Let G={g1.82, -, &y} be n weak grids selected by DM". Let ¢,
denote the coverage degree of grid g,, where g, € G. To guaran-
tee that the n branches can cooperatively support the k-covered
restriction, the 7 weak grids selected by DMgy" should satisfy (12).

(12)

7
Z Co >k
w=1

The next step is that each DM of g,, also called DM™X, fur-
ther takes the construction authority from DM®™ and plays the
role of DM, aiming to further construct the next segment with
coverage degree c,. During segment construction, if the DM
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Algorithm 3 Branch Approach (BRA).

Input: Each directional sensor in R has completed the tasks of region partitioning
and coverage identification. The value k of k-barrier coverage requirement.

Output: A disjoint k-coverage barrier (DB¥)

Initialization: Initiator v; selection by applying the initiator competition process.

1 if receives “Construction failure” then

2 while ¢, < k, where 1 < w < n do

3 Select gj}\, based on Priority Table

4 vI = DMQF"‘,' where gif¥. € Gy

5 DM"“" where v; is the DMZ4"

6 for all v; e g%, do

7 Xih = 1

8 Hand_Over(DME}", DM"e"‘ k)

9 end if

10 if receives “Construction success” from Basic Approach then

1 return (“Construction success”)

12 else

13 return (Basic Approach)

of g, encounters the situation that all of the candidate starting
grids cannot support the k-covered restriction, it further applies
the BRA to branch the current segment into several segments with
smaller coverage degree. The segment construction will be con-
tinuously executed until all of the branched segments reach the
rightmost boundary W, Recall that with the sensor-disjoin con-
straint given in (6), different defense barriers cannot share the
common directional sensor. Therefore, when the BRA is applied,
the branched segments cannot share the common directional sen-
sor. The pseudo-code of BRA is given in Algorithm 3.

The following continues the example given in Fig. 6 for illus-
trating the execution of BRA after the DM{" determines the weak
grids gs1, g5, and gs 3. In Fig. 6, the DMC“” transfers the construc-
tion authorities to the DMs: DM, DM""’“ and DM24*. Upon re-
ceiving the construction authorltles these DMs change their role
from DME%*, DM2%", and DMZ%" into DMS"{", DMgY', and DME"

51 52 53
respectlvely Then the DMs, mcludmg DMg“{’, DMEg¥", and DMC”Tr

individually apply the BRA to construct the defense barrier w1th
coverage degrees 1, 1, and 1, respectively. As a result, the DB3 is ac-
complished if all of the branches DB!s reach the rightmost bound-
ary Wiigpe.

5. Analyses of k-BCC

This section analyzes the message complexity and the efficiency
of the proposed mechanism k — BCC.

5.1. Analysis of message complexity

When executing the proposed k-BCC mechanism, two types of
messages, including the Hello message and the Construction mes-
sage, should be used. Each sensor only needs to exchange a Hello
message with its neighbors once. The Hello message is mainly
composed of the ID and coordinates of the transmitter, and the
coordinates of grids that can be fully covered by the transmitter.
Let notation g denote the average number of neighboring sensors.
The message complexity of each sensor requires O(q) in terms of
the number of Hello message exchanges. Consequently, the mes-
sage complexity of whole sensor network requires O(gn) for the
number of Hello message exchanges. Based on the received Hello
message, each sensor can make a decision whether or not it should
play the role of decision maker. The other message is called Con-
struction message which is exchanged by DMs. The Construction
message is composed of the transmitter’s ID, receivers’ IDs, and
the required k-coverage degree. The sensor that plays the role of
DM will further transmit the Construction messages to its neighbor-
ing sensors, aiming to construct a segment of a defense k-coverage
barrier. The defense k-coverage barrier will be constructed seg-

12345678910

" Pun

Ll Sl

Fig. 7. An example that k-BCC misses to construct the existed defense barrier byy.

ment by segment while the Construction messages are exchanged
between neighboring sensors from leftmost to rightmost bound-
aries. Let notation /A denote the number of DMs. The value of A
will be the same with the total number of grids in a given region.
Therefore, the message complexity of the Construction message re-
quires O(h2).

5.2. Analysis of efficiency

Recall that the k-BCC constructs a DB¥ by using the concept of
a grid-based region which simplifies the k-barrier coverage prob-
lem for reducing the computational complexity. However, adopting
a grid-based concept may mean losing opportunities to construct
more defense barriers, as compared with the brute-force algorithm.
Let undiscovered defense barrier, denoted by by, represent the ex-
isting defense barrier that is unable to be constructed by the pro-
posed k-BCC mechanism. Fig. 7 depicts an example of the by,. In
Fig. 7, some grids, such as g1, £33, 862, 881, and gy, are not
fully covered grids as defined in the previous definition. The corre-
sponding directional sensors vg, Vp, V¢, and v4 will ignore them and
hence the proposed k-BCC mechanism is unable to construct the
defense barrier by;. From this example, it is obvious that adopting
the grid-based concept will discard some existing defense barriers,
reducing the defense efficiency. This section aims to analyze the
probability that a defense barrier exists in the region, but it is un-
able to be constructed by the proposed k-BCC mechanism. »
partia

Let fully covered grid glf z”y , partially covered grid Sixy

emptily covered grid gemm’ denote the grid gy, that is fully, par-
tially and emptily covered by directional sensor v;, respectively.
As shown in Fig. 7, the grids g,, and gs; are fully covered and
partially covered by v, respectively. Hence the grids g, and

g31 can be represented by g£“2”52’ and gg‘gti“l, respectively. On the

and

other hand, the grid g4; can be represented by gfrzplty , where t €
{va,Vp,ve,vq), because that grid g4 is not covered by any directional
Sensor.

A grid gxy is said to be connectedly partial covered grid, denoted
by gf‘}";' v if it is partially covered by both directional sensors v; and
vj, and the sensing ranges of v; and v; overlap in gxy. In particular,
a grid gyy is said to be boundary connectedly partial covered grid,
denoted by g’ffj’;" if we treat left boundary W or right boundary
Wiigne as the sensing range of a virtual sensor v; and the grid gxy
still satisfies connectedly partial covered grid As shown in Fig. 7,

grid g33 can be represented by gc"gg3 b"g”33 On the other
conn

hand, grids g, and gip, can be represented by ghf"”" and 430
respectively.

Since both gc"”” and gb“’"" will be ignored by applying the
proposed mechamsm k —BCC, the undiscovered defense barrier byy
may exist. As shown in Fig. 7, the defense barrier b,, consisting

of gb“’"” 010 80 30 81U oo and g% | exists but it cannot be

constructed by the proposed k-BCC. Let Pl denote the probability
of existing b,,. The following evaluates the value of plose,

1) The Evaluation of Plose

This section evaluates the value of P, Recall that the undis-
covered defense barrier by, only happens when there exists a
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gf"j";‘y or gf’;";” in DB!. Let pf‘j"fy or p?;‘?}'}” denote the probabilities
of a g,
with the values of pf‘}”;'y or p{’i";” The following firstly evaluates
the value of pf‘;”)fy Then the value of pf’f(";" is evaluated. Based on
the evaluations of p{%%  and pf’f(";" the Plos¢ can be derived in the
end of this section.

or gff(";" existing, respectively. The value of Pl varies

a. Evaluation of pf‘;";‘y

Assume that there are n®™% grids uncovered by any directional
sensor in the given monitored region R. Recall that the number of
directional sensors deployed in R is denoted by notation n. Since
the n®™PY uncovered grids are not covered by any directional sen-
sor, on the average, the number of uncovered grids neighboring
each directional sensor is measured by n™%/n, denoted by ngy"
As shown in Fig. 7, each of the directional sensors, including v, vj,
ve, and vy, has ngf,?gpty = 5/4 average uncovered grids.

Let ng,ﬂ‘g and nﬁ,‘,’é”“’ respectively denote the average number of

fully and partially covered grids for each directional sensor. Let

duty . full _partial empty .
Meach denote the summation of ng,s, Ny , and g, -, as depicted
in (13).

duty _ _ full partial empty
neach - navg + navg + navg (13)

. full partial empty
Furthermore, let notations p; ., p,,,, » and p,, .~ denote the

probabilities that there would exist a fully covered grid, partially
covered grid and emptily covered grid for each directional sensor,

: Tips full partial empty .
respectively. The probabilities py ., Pyoq, - and p,,g° satisfy (14).
nfull npartial nempty
full partial empty _ '‘avg avg avg _
peach + peach + peach — _duty nduty + nduty =1 (14)
each each each

ies full partial empty i
The probabilities p, ., p;. .~ and p,, .~ can be used to esti

mate the probabilities of a fully covered grid, partially covered grid
and emptily covered grid existing between two neighboring direc-
tional sensors, as shown in (15).

full partial empty 2
(peach + peach + peuch )
_ full 2 partial 2 empty 2 full partial
- (peach) + (peach ) + (peach ) +2- Peach * Peach
partial empty full empty
+ 2'peach “Peach +2'peach'peach (15)

In (15), the term (psgzgial)z means the probability of a grid
which is partially covered by two neighboring directional sensors
simultaneously while the term (2- pgﬂ pgggl'“l) represents the
probability of a grid that is fully covered by a directional sensor but
partially covered by another.

Let g{}) denote the grid gy, that is not ignored by applying
the k-BCC but still satisfies the two conditions 1) the gy is cov-
ered by v; and v;, 2) the sensing ranges of v; and v; are overlapped
in gyy. Let pfj"}}’; denote the probability that there exists a gfi";”;,
According to (15), the pf’j";”} can be evaluated by applying (16).

2 .
P = (9L +2-p L - pE (19

Recall that the connectedly partial covered gird gf‘}”gy is the grid
8xy that is partially covered by v; and v;, and their sensing ranges
overlap in gxy. Since a grid partially covered by two directional
sensors might be connected or not connected, the pf‘j")']y can be

evaluated by applying (17).

SN 2
iy = (Phe™) /2 (17)

In addition to the derivation of the value of pf‘;”gy the evalu-
ation of P'°s¢ value still needs to evaluate the value of pf.’fj’;“. The
following paragraph presents the derivation of p?i";”.

b. Evaluation of pf.’fv";"

The following evaluates the p?@‘?}'}‘”. Recall that the considered
monitoring region is R=L x W. The grid size is denoted by [ x l. Let
@ denote the total number of partitioned grids in R. The value of
& can be calculated by applying (18).

& = [L/1] - [w/I] (18)

Let pi’J',‘“ denote the probability of a grid gy, existing that is
adjacent to the boundaries Wi or Wi, According to (18), the
value of pgf}‘” can be estimated by applying (19).

pom =2 [W/I)/® = 2/[L/1] (19)

Let gﬁ’f;”” denote the grid gyy that is not ignored by applying
the k-BCC but still satisfies the three conditions 1) the gy is adja-
cent to the boundaries Wig; or Wi, 2) the gxy is covered by v,
3) the sensing range of v; intersects with the boundaries W, or
Wiighe Let p?_l;f;’”” denote the probability of a gfl)’f)‘j”" existing. Ac-
cording to (15), the pﬁif}‘j"" can be evaluated by applying (20).

b __ boun. . full
p(il,)f}?nn - pxgl,m “Peach (20)

Similar to (17), consider a grid gyy that is partially covered by
v;. It is obvious that the sensing range of v; might connect or not
connect to any boundary (Wi or Wigy). According to (15), the
value of pf’i";" can be calculated by applying (21).

pbeenm = (pigm - plani®/2 = phat /0. (21)
c. Evaluation of Plese

According to (16), (17), (20), and (21), the following further
presents the evaluation of P'°¢, Recall that the undiscovered de-
fense barrier by, would occur if the constructing DB! contains ei-
ther gf‘;”x”y or g{’;";” Let notation mpg denote the required average
number of directional sensors for constructing a DB! by applying
the k-BCC. In the worst case, suppose by, occurs. That is to say
that the by, has either (mg—1) independent chances for contain-
ing at least one gf‘}")':y or 2 independent chances for containing at
least one gf’f(";”

The following gives an example to help understand the above-
mentioned concept. As show in Fig. 7, the number of directional
sensors for constructing DB!, which is composed of vg, vp, Ve,
and vy, is mp=4. Consequently, there are (mp —1)=3 independent
chances for containing at least one gf"J”)’}y formed by {vg, vp}, {vp,
ve}, or {ve, v4}. Also, there are 2 independent chances for contain-
ing at least one g{’i";" formed by {Wief, va} or {vg, Wiignc}-

Therefore, the composition of P¢ can be divided into three
possible cases. Let notations p;, p, and ps; be the probabilities of
the three cases. The first case is that the constructing DB! contains
at least one gf‘;”)’:y with (mpg — 1) independent chances and does not

contain gf’fj’;” with 2 independent chances. According to (16), (17),
and (20), the p; can be evaluated by applying (22).

mp—1
P = (i) Y (m 1) (i) (i)™ 22)
u=1

In the second case, two conditions should be satisfied. First, the
constructing DB! does not contain gf‘}”;y that has (mg — 1) indepen-
dent chances. The second condition is that there contains at least
one gf’f“’;” with 2 independent chances. According to (16), (20), and
(21), the probability of the second case, denoted by p,, can be eval-
uated by applying (23).

2
P> = (pfeom)™ 3 (2) (b - (pegm) (23)

u=1
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Fig. 8. The calculation of the number of partially covered grids of v;.

The last case is that the constructing DB! contains at least one
gf‘}”}fy with (mpg—1) independent chances and at least one gf’f(";"
with 2 independent chances. According to (13), (17), (20), and (21),
the probability of the last case, denoted by ps, can be evaluated by
applying (24).

mp—1 mg—1 u mg—1-u
b= (™) )

u=1

2
‘| @ (e (el (24)

u=1

Based on (22)-(24), the P!t can be estimated by applying (25).

Pl = Zpu (25)

2) The Evaluations of nf¥4' and nbati®

This section aims to evaluate both the average number of fully
covered grids ng,‘,,g and partially covered grids nﬁ,’,‘}?'“’ in detail. As
shown in (13)-(25), the value of P¢ varies with both the ngﬂg and
nPartial - Recall the assumptions that a directional sensor v; has
a non-rotatable sensing range with sensing range r, field-of-view
(FoV) angle 6;, and orientation vector ¢;, as shown in Fig. 8. Both
the n{;ﬂg and ngsg“ﬂ’ are impacted by r, 6;, and ¢;. The following
firstly presents the evaluation of nggg“'“’.

As shown in Fig. 8, let notations Lir"ght, Lgef !, and L denote
the right coverage boundary, left coverage boundary, and arc cover-
age boundary of v; with 6;, r, and ¢;, respectively. Let notations
ni”ght, nlef !, and n"® denote the numbers of partially covered grids
covered by Li”ght, Lfef t and L', respectively. The total number of
partially covered grids covered by v;, denoted by nf“rti“l, can be
evaluated by applying (26).

nlpartial rlght + narc + nleft 3 (26)

The following explains (26) in detail. A movement is said to
be valid if it moves along either the positive x-axis direction
or the positive y-axis direction. Each shortest path moving from
source point (Xs,ys) to terminal point (x;y;) requires (x; — xs) move-
ments in x-axis and (y;—)s) movements in y-axis, where xs <
x; and ys < y;. Recall that the size of a grid is I x[ As shown
in Fig. 8, let o8" /" — (x; y;), 8" — (x; 4 1 cos ;. y; + sing),

feft.arc _ (x, 4+ rcos(g; + 6;), y; + rsin(g; + 6;)) denote the con-
nection points between L' and L', ['8" and Lo, and L'
and L{’¢, respectively. Obviously, the edge Liright is a shortest path

and 0;

Table 3

Estimations of Pse,
1 55;’ ng,‘,’g'””’ nﬁﬁ?”’ plose
8m 2.67 4.53 1.28 1.83%
4m 14.82 8.62 14.47 0.98%
2m 68.71 18.78 63.27 0.46%
1m 297.87 40.26 283.78 0.18%

right.left

from of to origh[‘arc Therefore, the number of partially cov-

ered grlds covered by L&, say n&",

n;’lgh[ _ lrori'rght.leftO?ght.arc/l_‘ +1

can be evaluated by

= ’\/(rcos go,-)2 + (rsin <p,~)2/l—‘ +1. (27)

right left

Similar to n; , n{™ and n;
(28) and (29), respectlvely

n““ =1+ |V rlght arcoleft urc/l—‘ =1+

can also be evaluated by applying

(28)
|V\/[rcos(<pi +6;) —rcos (pi] + [rsin(g; + 6;) — rsin (pi]z/l-‘
n;eft 1+ ’7 rzghtleft leftarc/l—‘

=1+ N{rcos«pﬁei)]z +[rsin(¢; +9i)]2/1—‘ (29)

According to (27)-(29
grids that are covered by v;, say

), the total number of partially covered
nf“mal, can be further derived as

nlpartml _ ’VO?ght.left O?ght.arc/l-l + Irotlrzght.arcolieft.arc/l-‘

+ ’VO?gm‘lef‘o’fff'“”/l—‘ = ’V\/(rcos @)%+ (rsin (p,-)z/l—‘

+ (\/[rcos(goi +6;) —rcos (,01-]2 + [rsin(¢g; +6;) — rsinwi]z/l—‘

+ (\/ [r cos(@; + )1 + [rsin(g; + enﬁﬂ. (30)

Finally, consider that the orientation vector ¢; also impacts

each nf"m”’, the average number of fully covered grids, say nfl’,‘}g“ﬂ,

can be derived by applying (31).

27 /6; )
ngsgrrnal _ Z (n'partlal)u/(zn/ei) (3])
u=1
The following presents the evaluation of nﬁ,‘,’g . To evaluate the
value of n{;{“,’é’, let nf Ul denote the total number of fully covered
grids covered by v;. As shown in Fig. 8, the value of nf“” can be
evaluated by applying (32).
/1]
nf"™ = 3" (u-1-tan6;)/1] (32)
u=1

Similarly, the value of ng,ﬁ'g can be calculated by applying (33).

[27/6:] Lr/l]

nhg = Y > Lu-1-tandy)/1] |/(2m/6) (33)

u=1 uy=1
In summary, the P increases with pm - and p"“’”" On the

iy
other hand, p{Jy  and pbc""” increase with nP and decrease

avg
with the ngf,‘g. Table 3 depicts the estimations of P¢ values based

n (25), where R=400m x 400 m, r=20m, 0;=m[2, ¢p;=m[12
|[V]=600, and mp=23. Table 3 reflects the fact that the increased
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Table 4

Simulation parameters.
Monitored region 400m x 400m
Number of directional sensors 300-600
Grid size 1m, 2m, 4m, 8m
Sensing radius 5m-30m
Comm. radius 2 x Sensing radius (r)
FoV 0.5(rad)-2(rad)
Deployment Random

magnitude of n/i! is much larger than nZ% . This also indicates

that the value of P¢ will remain very small even if the nlfg' in-

creases. The next section will further investigate the approximate
value of P based on extensive experiments.

6. Simulation

This section shows the performance comparisons of BA, BTA,
BRA, and Maximum Disjoint Paths (MDP) mechanism. The MDP
mechanism proposed in [23] is a centralized method which applies
exhausted search on the possible solutions. Therefore, we treat the
MDP as the optimal solution. We also compare the performance
of the proposed k-BCC and the existing distributed algorithms Co-
BRA [17] and D-TriB [19]. In CoBRA, the main idea is that the con-
tribution of the sensing range of each directional sensor is trans-
formed into a partial barrier line. A set of partial barrier lines are
selected by several directional sensors based on their coordinates
and lengths. Similar to CoBRA, the D-TriB initially converts the FoV
of each directional sensor into a horizontal line. After this, a di-
rectional sensor located at the leftmost boundary is selected to be
the initiator. Based on the horizontal line of each directional sen-
sor, the initiator selects suitable relay directional sensors from left
to right until the leftmost boundary is reached and the defense 1-
barrier is completed. We further compare the performances of the
proposed k-BCC and the Max-Num-Barrier-Greedy (MNBG) algo-
rithm proposed by [21]. In MNBG, the given region is firstly trans-
formed into a weighted graph. Later on, the MNBG finds the short-
est path from leftmost to rightmost boundaries on the weighted
graph using Dijkstra’s algorithm until no path can be found. Each
found shortest path is considered as a defense 1-coverage barrier.
We evaluate the performances of the proposed k-BCC in a discrete
event network simulator ns-3.26. A set of directional sensors rang-
ing from 300 to 600 is randomly deployed in a 400 m x 400 m
monitoring area. The communication radius is twice the sensing
radius ranging from 5m to 30 m. The grid size is set by 1m, 2m,
4m, and 8 m. The FoV is set ranging from 0.5(rad)-2(rad). The sim-
ulation parameters are given in Table 4. Fig. 9 gives a snapshot of
our simulation environment.

Similar to the proposed k-BCC, two types of messages, such
as Hello message and Construction message, are used for CoBRA
[17] and D-TriB [19] aiming to construct a barrier. The basic con-
cept of their algorithms is that each sensor firstly collects the lo-
cal information of its neighbors by exchanging the Hello message.
The complexity of Hello message exchanges requires O(qn) for the
whole sensor network, which is equivalent to the k-BCC. Based on
the received Hello message, the contribution of each sensor on bar-
rier is transformed into a partial barrier line. The set of sensors
that contribute to the largest partial barrier line will be selected.
The length of the partial barrier line can be enlarged if two par-
tial barrier lines overlap. As a result, a defense 1-coverage barrier
can be constructed from the leftmost to the rightmost boundaries.
Since both the CoBRA [17] and D-TriB [19] only consider construct-
ing the defense 1-coverage barrier, the message complexity of the
Construction message requires @(n2k) in terms of k-barrier cover-
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Fig. 9. A snapshot of the simulation environment.
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Fig. 10. Performance comparison of BA, BTA, BRA, CoBRA, D-TriB, and MDP in terms
of control overheads with different number of directional sensors. The cover re-
quirement is k-barrier coverage. The R and r are set by R=400 m x 400 m, and
r=20m, respectively.

age. Therefore, their control message overhead is O(n%k/h) times
higher than the proposed k-BCC.

Fig. 10 investigates the control overhead of MDP, CoBRA, D-
TriB, and the proposed BA, BTA, and BRA algorithms by varying the
number of directional sensors under different requirement of DBX.
Fig. 10(a) compares the number of control packets when the num-
ber of directional sensors is ranging from 300 to 600 under the
requirement of 1-barrier coverage. As shown in Fig. 10(a), the pro-
posed BA, BTA, and BRA outperform the optimal solution MDP. This
occurs because the MDP is a centralized algorithm and it needs
to collect information and to broadcast the results between the
sink and all the directional sensors. In contrast, the main control
overheads of BA, BRA, and BTA only occur between DM and
its neighbors. Moreover, since the cover requirement is 1-barrier
coverage, there is no weak grid and thus the solution space can
be significantly reduced. This helps reduce the control overhead.
As shown in Fig. 10(a), both BRA and BA create the same num-
ber of control packets. On the other hand, the proposed BTA cre-
ates a larger number of control packets than BA and BRA. This oc-
curs because the BTA can still adopt the detour policy to find more
possible solutions when k = 1. Moreover, since both of the existing
works CoBRA and D-TriB require high-precision calculations and
more control packet exchanges for identifying the connection re-
lation between two directional sensors, the proposed BA and BRA
outperform the existing CoBRA and D-TriB.

Fig. 10(b) further investigates the number of control packets
when k=3. Similarly, the proposed BA, BTA, and BRA outperform
the MDP. Besides, the BRA creates more control overhead than BA.
The results of Fig. 10(a) and (b) are different if we compare the
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Fig. 11. Performance comparison of BA, BTA, BRA, CoBRA, D-TriB, and MDP in terms
of average number of DB* by varying the number of directional sensors. The R, I,
and r are set by R=400m x 400m, [=1m, and r=20m, respectively.

BRA and BA mechanisms. Recall that the control overheads of BRA
and BA are identical in Fig. 10(a). The result of Fig. 10(b) is differ-
ent from that of Fig. 10(a). This occurs because the BRA can ex-
plore more possible solutions by considering the 1-covered weak
grids when it aims to construct additional DB3. In contrast, the BA
will encounter the dead-end problem earlier than the BRA, which
causes the control overhead of BA to be lower than that of BRA.
In addition, since the BRA further invites more weak grids to par-
ticipate in the construction of DB3, it can construct more DB3 than
CoBRA. This also means that the BRA requires more control packet
exchanges than CoBRA.

Given a fixed number of directional sensors ranging from 300
to 600, Fig. 11 investigates the average number of DB¥, where 1
< k < 4, by applying BA, BTA, BRA, MDP, CoBRA, and D-TriB. As
shown in Fig. 11(a), MDP outperforms BA, BTA, BRA, CoBRA, and
D-TriB in terms of average number of DB'. This occurs because the
MDP firstly calculates all of the possible DB! solutions, and then
selects the one which consists of the smallest number of direc-
tional sensors. However, as observed in Fig. 10, the MDP creates
significant control overhead than the proposed BA, BTA, and BRA.
Compared to this, Fig. 11(a) also shows that the BRA equals the
BA in terms of the average number of DB'. This occurs because
there is no weak grid existing in the given monitored region if
k=1. Therefore, the BRA will degenerate to BA when k=1. More-
over, since the BTA can still adopt the detour policy when encoun-
tering the dead-end problem, the BTA outperforms BA and BRA. As
mentioned in Section 5, since the value of Pl¢ keeps a very small
value, the performances of BTA and CoBRA are similar. In addition,
the performances of BA and BRA are very close to that of D-TriB.

Fig. 11(b) further investigates the average number of DB3 by ap-
plying BA, BTA, BRA, CoBRA, D-TriB, and MDP. As shown in Fig.
11(b), the BRA outperforms the BA, BTA, CoBRA, and D-TriB in
terms of average number of DB3. This occurs because the BRA can
further consider 1-covered weak grids and hence it can explore
more solutions for constructing DB3> when encountering the dead-
end problem. In addition, the numbers of DB3 constructed by ap-
plying BRA and MDP are approximate.

Fig. 12 investigates the value of Pl by varying the grid size
ranging from 1m to 8m. Four curves, denoted by P°s¢(;r/4),
Plose(gr[2), Plose(2r3), and P'°se(sr), which apply different FoVs, in-
cluding 7 /4, 7 /2, 27 /3, and 7, are compared in terms of the value
of Plose_ In general, the value of Pl of four curves increases with
the size of the grid. A large grid size increases the value of ng;}g’“’,
which leads to a large value of P°¢, When the grid size drops, the

increasing magnitudes of ng,ﬁ'g and nfy?" are much larger than that

of ngﬁgf”“’. Thus, the value of P significantly drops. In general,
the Plose(7) outperforms the P°s¢(27[3), Plose(sr/2), and Plose(sr [4)
in terms of the value of P, This occurs because the FoV with
angle r covers more fully covered grids than the others.
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Fig. 12. Performance evaluation on P¢ with different FoV including /4, 7/2,

2m[3, and 7 by varying the size of grid ranging from 1m to 8m in a fixed region
R=400m x 400m, where |V|=600 and r=20m.
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Fig. 13. Performance comparison of BA, BTA, BRA, CoBRA, D-TriB and MDP in terms
of average number of directional sensors needed for constructing a DB? by (a)
varying the sensing radius and (b) varying the FoV. The R, I, and FoV are set by
R=400m x 400m, [=1m, and FoV =12, respectively.

Fig. 13(a) investigates the average number of directional sensors
needed for constructing a DB? by varying the sensing radius. In
general, the curves of six compared algorithms have a similar trend
that the average number of directional sensors decreases with the
sensing radius. This occurs because the number of fully covered
grids increases with the sensing radius of the directional sensor.
Thus a DB? can be constructed by a smaller number of directional
sensors if each directional sensor has a larger sensing radius. Al-

though the number of partially covered grids né’l‘}gm' also increases

with the sensing radius, the njg'® is smaller than nﬁ,ﬁ’g in terms

of increasing magnitude, which can be validated in Table 3 and
Fig. 12 as well. Fig. 13(a) also shows that the BRA approaches the
optimal solution (MDP) and outperforms the CoBRA and D-TriB.

Fig. 13(b) investigates the average number of directional sen-
sors needed for constructing a DB by varying the degree of FoV. In
general, the average number of directional sensors decreases with
the degree of FoV. This occurs because a directional sensor that
has larger degree of FoV can cover more fully covered grids. Thus a
DB3 can be constructed by a smaller number of directional sensors
if the FoV of each directional sensor has a larger degree. Fig. 13(b)
also shows that the proposed BRA approaches the optimal solution
(MDP) and outperforms both the CoBRA and the D-TriB in terms of
the average number of directional sensors needed for constructing
a DB3.

The success ratio of defense barrier construction will be influ-
enced by the size of grid and by the degree of FoV. Fig. 14 gives
a success ratio comparison of a DB? construction among BA, BTA,
BRA, and MDP by varying both of the size of grid and degree of
FoV. As shown in Fig. 14, with the decreasing size of the grid and
increasing degree of FoV, the success ratio of a DB3 construction
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Fig. 14. Performance comparison of MDP, BA, BTA, and BRA in terms of the success
ratio of a DB? construction by varying both of the size of grid and degree of FoV.
The R and |V| are set by R=400m x 400m and |V] =400, respectively.
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Fig. 15. Performance comparison of BA, BTA, BRA, and their combinations including
BTA+BRA and BRA+BTA in terms of average number of DB? by varying the number
of directional sensors. The R, I, and FoV are set by R=400m x 400m, [=1m, and
FoV = 1t /2, respectively.

increases. This occurs because the small size of the grid and the
large degree of FoV will raise the number of grids that can be fully
covered by each directional sensor. These extra fully covered grids
can be further considered by current decision maker DM such
that the construction of DB? has a larger probability to occur. Fig.
14 also shows that the BRA outperforms the BA and BRA. The ma-
jor reason is that the BRA can invite more weak grids to join the
construction of DB? than BA and BRA even if the size of grid is
large and the degree of FoV is reduced. In addition, the BRA is very
close to the optimal solution (MDP) especially when the size of the
grid is small and the degree of FoV is large.

It is interesting that the backtracking and branch policies can
be integrated to obtain a better performance when constructing a
DBk, Fig. 15 investigates the performance improvement by integrat-
ing the BA, BTA, and BRA with different orders. The individual BA,
BTA, and BRA are compared with the combinational mechanisms in
terms of the number of constructed DB?. The BTA+BRA mechanism
firstly applies the BTA approach to constructing a DB? and then fur-
ther applies the branch approach when DM@ fails to find the next
qualified grid. Unlike BTA+BRA mechanism, the BRA+BTA mecha-
nism adopts the branch policy to utilize the weak grids first. Once
the DM encounters the dead-end problem, the backtracking pol-
icy is further applied. In Fig. 15, these two combination mecha-
nisms outperform the other three compared mechanisms in terms
of the number of constructed DB3. The BRA+BTA mechanism has
a better performance than BTA+BRA mechanism. This occurs be-
cause the branch policy applied first in the BRA+BTA mechanism
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Fig. 16. Performance comparison of BA, BTA, BRA, CoBRA, D-TriB, MDP, and MNBG
in terms of the average number of control packets per constructing a DB'. The R, I,
and FoV are set by R=400m x 400m, [=1m, and FoV = /2, respectively.
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Fig. 17. Performance comparison of BA, BTA, BRA, CoBRA, D-TriB, MDP, and MNBG
in terms of the average number of control packets per constructing a DB?. The R, I,
and FoV are set by R=400m x 400m, /=1m, and FoV =2, respectively.

fully utilizes the weak grids and thus gives more opportunities to
construct a successful DB3.

Fig. 16 investigates the average number of control packets by
constructing a DB! and varying the number of directional sensors.
As shown in Fig. 16, the proposed BTA outperforms the MDP, BA,
BRA, CoBRA, D-TriB, and MNBG. The main reason for this is that
the proposed BTA adopts a grid partitioning scheme and only re-
quires DMs, instead of all sensor nodes, to participate in the de-
fense barrier construction process. Therefore, the control packet
overhead of the proposed BTA are significantly fewer than those of
MDP, BA, BRA, CoBRA, D-TriB, and MNBG. In addition, D-TriB and
MNBG adopt centralized algorithms which require previous collec-
tion of information from the whole network. As a result, D-TriB
and MNBG generate a considerable number of control packets.

Fig. 17 further investigates the average number of control pack-
ets by constructing a DB? and varying the number of directional
sensors. As shown in Fig. 17, the results are similar to those of
Fig. 16. The proposed BRA outperforms the MDP, BA, BTA, CoBRA,
D-TriB, and MNBG. It is notable that the proposed BRA generates
fewer number of control overheads than the proposed BTA. This
occurs because BRA applies a branch policy which further exploits
more barriers than BTA.

7. Conclusion
Barrier coverage is one of the most important issues in intruder

detection applications. Directional sensors can support more accu-
rate information regarding an intruder but also raise the problem
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of large data volume for information exchange and processing. To
cope with the problem, constructing a disjoint k-coverage barrier
(DB¥) using as few directional sensors as possible is the main goal
of barrier coverage problem in DWSNs. This paper presents a k-
BCC mechanism with three barrier-construction policies, called BA,
BTA, and BRA. Firstly, a decentralized BA mechanism is proposed
to deal with the k-barrier coverage problem. In addition to BA,
the BTA and BRA algorithms that adopt backtracking and branch
policies are proposed to further construct more disjoint k-coverage
barrier (DB¥) than BA, for a predefined constant k. Analyses of per-
formance drop caused by grid partition and message complexity
were also made. The experimental study shows that the proposed
BRA outperforms BA and BTA, and likely approaches the optimal
solution (MDP) in terms of the number of constructed DBX when k
> 2. Furthermore, the proposed BRA achieves better performance
in terms of the number of control packets and constructed defense
barriers, as compared with the existing works [17,19].
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